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Abstract

In today’s digital age, private communication is anchored in robust encryption techniques. As the
horizon of quantum computing draws nearer, current encryption methods may soon become vul-
nerable to quantum attacks, pointing to the need for post-quantum cryptography. The CSIDH
encryption scheme [1], grounded in isogeny-based cryptography, emerges as a compelling candi-
date for such post-quantum cryptography. Understanding CSIDH requires a solid grasp of finite
fields, number fields, and particularly elliptic curves. This thesis strives to break down these
topics to make the innovative CSIDH approach more accessible, encouraging further exploration
in the field of isogeny-based cryptography to ensure digital privacy for years to come.



Introduction

In the world of digital communication, the robustness of encryption algorithms is of great concern.
Weak encryption algorithms pose a risk of sensitive information leakage, as messages could be
decoded without our consent. The digital era has made information rapidly accessible across
great distances. Yet, this convenience comes with a downside: the possibility of unauthorised
interception by eavesdroppers. Encrypting our messages is a very reliable measure to prevent
such breaches. However, the advent of quantum computing challenges our existing encryption
methods, revealing susceptibilities to quantum attacks, highlighting the necessity for encryption
methods that are resistant to such threats. CSIDH [1], an encryption scheme founded on isogeny-
based cryptography, is believed to be a promising example of such a quantum-resistant encryption
scheme. The method relies on mathematical theories and concepts such as finite fields, number
fields, and elliptic curves.

Organised into five chapters (see Figure 1), this thesis lays out the groundwork of algebraic
structures relevant to CSIDH, aiming to provide an explanation of the CSIDH algorithm. As a
result, we hope to make the CSIDH algorithm more accessible in order to encourage further re-
search in the area of isogeny-based cryptography, promoting the privacy of digital communication
in the era of quantum computing.

Chapter 1 introduces the concept of finite fields, as well as how to construct them. The
subsequent chapter is on number fields, number rings, and ideals, an important concept for un-
derstanding the CSIDH algorithm. Chapter 3 focuses on elliptic curves, detailing their properties
and establishing a basis for isogeny-based cryptography. Elaborating on this theory, Chapter
4 explores isogenies, isomorphisms, and endomorphisms of elliptic curves. This chapter further
explores how ideals can act on elliptic curves, culminating in the introduction of isogeny graphs,
an illustrative concept that helps with visualising isogeny-based cryptography.

The final chapter ties together the explored concepts, concentrating on their applications in
encryption schemes. It begins with an overview of the Diffie-Hellman key exchange, describing
how two parties can reach a shared secret. Subsequently, it presents the CSIDH encryption
scheme, using the theory from the previous chapters. Lastly, we discuss a variant of the CSIDH
scheme, providing proofs and a way to break this variant if one can break CSIDH.

To further illustrate the inner workings of the CSIDH encryption scheme, we have im-
plemented a generic, unoptimised version of the algorithm using SageMath [2]. The com-
puter code for this implementation is accessible in Appendix A and on https://github.com/
jorisperrenet/MasterThesis.

An alternative strategy for reading this thesis might be to begin with Section 5.2, which ex-
plains the CSIDH encryption scheme. By starting here, readers can grasp the ultimate objective
and the requirements for achieving it. They can then decide what sections and chapters to read
to supplement their existing knowledge in order to understand the algorithm.
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Figure 1: The conceptual hierarchy of sections within this thesis is depicted as a series of rect-
angles, where a rectangle positioned above another indicates that the understanding of concepts
introduced in the upper rectangle necessitates knowledge from the sections outlined in the lower
rectangle.
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Chapter 0

Preliminaries

This chapter aims to provide some of the background knowledge that the other chapters of this
thesis rely on. Before we move on to a couple of explicit definitions, we first state some topics
that we regard as prerequisites to this thesis. If the reader is not familiar with any of these
subjects, they are referred to [3], [4], or [5] (depending on the subject). We also note that online
resources are readily available for most of these prerequisites. In particular, we assume that the
reader is familiar with (and has a thorough understanding of) the following.

The (set of all) integers Z, the rationals Q, and the reals R.

Prime numbers, divisors, prime factorisation, greatest common divisors, and the Euler
totient function.

Sets and subsets, as well as unions, intersections, differences, and the Cartesian product of
sets together with the corresponding notation.

The notation surrounding maps, the definition of one-to-one and bijective maps, the compo-
sition of maps, and the definitions of homomorphisms, isomorphisms, and endomorphisms.

Addition and multiplication of polynomials, as well as knowing what coefficients and terms
of a polynomial are.

(Equivalence) relations, equivalence classes and the notation of basic propositional logic.

Summations, linear combinations, (the dimension and rank of) vector spaces, and (the
trace and determinant of) matrices.

The basics of group actions, i.e., when is something a group action.

0.1 Groups and Rings

Definition 0.1. A (binary) operation on a set G is a map G x G — G.

Definition 0.2. A non-empty set G with a binary operation on G, which we denote here as
0:G x G — @G, is called a group if the following three requirements are met.

(Associativity) For all a,b,c € G, one has ao (boc) = (aob)oec.

Identity element) There is an e € G such that, for all a € G, we have that eoa = aoe = a.

(
(Inverse element) For every a € G there exists an element a~! € G such that aoa™ =

afloa:e.
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If G is a group there is exactly one identity element in G, and every element of G has exactly
one inverse [3, Theorem 2.4]. Also, the group G is called commutative or abelian if it satisfies
the following additional requirement.

o (Commutativity) For all a,b € G we have that aob=boa.

A non-empty subset H of a group G is called closed under the operation o if for any pair
(a,b) € H x H we have that a ob € H (where o is the operation of the group G), and for any
a € H we have that a=! € H (where a~! is the inverse of a in G). In that case, we call H a
subgroup of G as we can restrict o to get a map o : H x H — H, yielding an operation on H.

A finite group is a group with only finitely many elements. The number of elements of a finite
group is called its order.

Definition 0.3. A group G under some operation is said to be finitely generated if there is some
finite subset of G such that every element of G can be written (under the group operation and
taking inverses) as a combination of finitely many elements of the subset.

Definition 0.4. A non-empty set R equipped with two binary operations, which we call addition
and multiplication and denote by +: Rx R — R and - : R X R — R respectively, is called a ring
if the following requirements are met.

o The set R is an abelian group under the + operation (with the additive identity element
denoted by 0).

e The set R is associative under multiplication and has a multiplicative identity element,
which we denote by 1 (also, we require that 0 # 1 in this thesis).

e Multiplication in R is distributive over addition, i.e., for every a,b,c € R we require that
a-(b+c)=(a-b)+ (a-c)and that (b+c¢)-a=(b-a)+ (c-a).

A ring R is called a commutative ring if multiplication in R is commutative.
A subset S of the ring R is called a subring of R if S contains the multiplicative identity of R
and S is closed (Definition 0.2) under the addition and multiplication operation (of the ring R).
Just like with a group, a finite ring is a ring with only finitely many elements. The number
of elements of a finite ring is called its order.

0.2 Modulo Arithmetic

Let nZ = {nx : © € Z} be a set under the usual addition and multiplication operations.

Definition 0.5. Let a,b € Z with b > 0 be arbitrary. Then, there exist unique [3, Theorem 1.3]
integers ¢ and r called the quotient and remainder, respectively, of the division of a by b such
that a =qgb+7rand 0 < r <b.

Fix n to be a positive integer, in order to define the ring Z/nZ we let a and b denote positive
integers. Define the relation ~ between a and b such that a ~ b <= a and b have the
same remainder after division by n. This relation is an equivalence relation, and we call its
equivalence classes residue classes modulo n. Since there are n different remainders, there are
exactly n different residue classes modulo n. We can now define Z/nZ as the set containing
the n residue classes modulo n. For any a € Z we let (e mod n) denote the residue class that
contains a. If @ and b belong to the same residue class, i.e., a ~ b, we say that a and b are
congruent modulo n, and denote this by a = b (mod n). We define the + operator on Z/nZ
to be the map sending ((a mod n), (b mod n)) — ((a + b) mod n), where the + on the right-
hand side is the ordinary addition taken in Z. Similarly, we let the - operator on Z/nZ satisfy
(a mod n) - (b mod n) = ((a-b) mod n). Under these two operations Z/nZ forms a commutative
ring.



Chapter 1

Finite Fields

In many mathematical textbooks, the theory of finite fields is considered to be a prerequisite.
This causes most books to be unsuitable for learning from top to bottom to the ones that do not
grasp the full scope of finite fields. With that in mind, this chapter aims to provide a thorough
explanation of the theory on finite fields, as we will use it in later parts of this thesis.

Commencing with fundamental principles that define a finite field, this chapter progressively
reveals the existence and creation of finite fields. Although this chapter introduces the subject
quite extensively, it is still focused on providing background for the rest of the thesis. Therefore,
not all the existing theory on finite fields is stated. If the reader is interested in a more complete
theory, they are encouraged to consult [6], [7], and [8].

1.1 Fields

Definition 1.1. A non-empty set F' equipped with two binary operations, which we call addition
and multiplication and denote by + : FF x F' — F and - : F' x F' — F respectively, is called a field
if the following requirements are met.

e The set F is an abelian group under the + operation (with the additive identity element
denoted by 0).

o The set F'\ {0} is an abelian group under the - operation (we usually denote this group as
F* and denote its multiplicative identity element as 1).

e Multiplication in F' is distributive over addition, i.e., for every a,b,c € F' we require that
a-(b+c)=(a-b)+ (a-c)and that (b+c¢)-a=(b-a)+ (c-a).

A subset K of the field F is called a subfield of F' if K is a field with respect to the addition and
multiplication operation (of the field F). If K is a subfield of F, then F is called an extension
(field) of K.

Remark. Equivalently, a field F' is a commutative ring (Definition 0.4) where 0 # 1 and all
elements of F'\ {0} are invertible (i.e., have an inverse element in F'\ {0}) under multiplication.

Remark. Similar to groups and rings, a field is called a finite field if it has finitely many elements.
The number of elements of a finite field F' is called its order.

With respect to our usual addition and multiplication operation, it can be shown that Q,
R, and Z/7Z are fields.

Additionally, we can see that Z is not a field as Z\ {0} does not contain an inverse element
for any numbers except —1 and 1. To motivate this, note that Z C Q. Now, if Z is a field
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then it will be a subfield of Q as Q is a field with the same operations. As Q\ {0} is a
group with respect to multiplication (since Q is a field) we find that 2 € Q has a unique
inverse. Since 1 is the multiplicative identity of Q we know that the unique inverse of 2
must equal 1/2 € Q. Now, 1/2 ¢ 7Z, contradicting the fact that Z contains an inverse
element for 2 € Z. Therefore, Z cannot be a subfield of Q, and in turn Z cannot be a
field.

Likewise, (Z/12Z)* does not contain an inverse element for the residue class (3 mod 12)
as we can not find an x € Z such that 3z =1 (mod 12). We can conclude that Z/127Z is
not a (finite) field.

Theorem 1.2. Let n be a positive integer. Then Z/nZ is a finite field if and only if n is prime.

Proof. First, let n be a positive integer, but not a prime. To prove necessity, we assume that
Z/nZ is a finite field and prove that it leads to a contradiction. Since m is not prime, there
exists an integer d such that 1 < ged(d,n) < n. For any such d, let a € (Z/nZ)* denote the
multiplicative inverse of (d mod n), note that this inverse exists by our assumption that Z/nZ
is a finite field. Since a is the inverse of (d mod n) we know that (d mod n)-a = (1 mod n). Let
a’ € Z be an element of the residue class of a, we find that there exists some integer b such that
d-a —b-n =1. We know that ged(d,n) divides both d and n, thus it divides the left-hand
side of our equation, implying that it must also divide 1. Since ged(d,n) > 1 we know that the
equation cannot hold, resulting in a contradiction. Therefore, Z/nZ can only be a finite field if
n is prime. A proof of sufficiency can be found in [9, Theorem 3] and in [10, Theorem 7.5]. O

In our previous example we have stated that Z/7Z is a field. In fact, this is a direct
consequence of Theorem 1.2. In this example, we will show that Z/7Z is a field using
brute force calculations.

First, let 0 through 6 denote the elements of Z/7Z (where each number is used to denote
the residue class that contains it). We will get the following addition and multiplication
tables concerning these elements:

_|_

ST W= O
ULk W= OO
OO UL WN R
— O OO W NN
N = OO Uk Ww
WK~ OO U
=W N = OOy O ot
T W~ OO
ST W N = O
OO OO OO oo
O UL W N~ O
T W O =N O
=T O W Ol W
W DN U= O
N = O~ W Ut O|ut
N W Oto OO

For the abelian group (Definition 0.2) with respect to addition, we verify the following.

— Identity element: It is clear that 0 is our identity element, and that 0+a =a+0=a
holds for all a € Z/7Z.

— Inverse element: The addition table has one, and exactly one, 0 on each of its rows
and columns. Upon looking in the row of some a € Z/7Z, there will be an element
b € (Z/7Z) such that a+b = 0 (the element b can be found in the column containing
the 0).

— Commutativity: The addition table is symmetric around its main diagonal, we must
thus have that for all a,b € Z/7Z, the equality a + b = b + a holds.

— Associativity: Let a,b,c € Z/7Z, then (a + b) + ¢ = a + (b+ ¢) holds. This can be
seen by verifying all possible a, b, and c.
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For the abelian group (Z/7Z) \ {0} with respect to multiplication:

Identity element: It is clear that 1 is our identity element, and that 1-a =a-1=a
holds for all a € Z/7Z.

— Inverse element: The inverse of an element can be found by first finding the 1 in its
row and subsequently looking at the column that contains the 1.

— Commutativity: The multiplication table is likewise symmetric around its main
diagonal, commutativity follows.

— Associativity: Let a,b,c € (Z/7Z) \ {0}, then (a-b)-c=a- (b-¢) holds. This can
be seen by verifying all possible a, b, and c.

Finally, the distributive property of Z/7Z can be verified by checking all possibilities. We
now know that Z/7Z is a (finite) field due to Definition 1.1.

As we shall see in Theorem 1.9, it turns out that there only exist finite fields with p™ elements,

for any prime p and positive integer m. The finite field of that order is denoted as [F,m. Moreover,
any two fields of order p™ are isomorphic. We already know that for m = 1 the set F), := Z/pZ
is a finite field due to Theorem 1.2, however constructing finite fields for integers m > 1 requires
a little more effort.

1.2 Polynomial Rings

For this entire section, we let p denote a prime number and R a commutative ring (Definition
0.4). Note that any field is also a commutative ring.

Definition 1.3. We define the polynomial ring R[x] for any commutative ring R as the set of
all polynomials in z (with finitely many terms) with coefficients in R (note that x is a variable
and its value does not need to be in R). Let n be a non-negative integer, using our definition of
R[z] we say that the set

{Z a;x', with ag,a1,...,a,_1 € R and a, € R\{O}} (1.1)
=0

contains all polynomials f € R[x] of degree n. Generally, the degree of a polynomial f € R[z] is
denoted as deg(f). Furthermore, we define the degree of the zero polynomial, i.e., the polynomial
0 € R[z], to be —oco*. Building on equation (1.1), we call a,, the lead coefficient of a polynomial
in any such set. A polynomial is called monic if its lead coefficient equals 1.

Equivalently, we can define R[z] as the union of all sets from equation (1.1) for arbitrary
non-negative integers n together with the zero polynomial.

Remark. If f is a polynomial in a polynomial ring R[z], then we use the notation f and f(z)
interchangeably in this thesis to denote the polynomial.

Multiplication and addition (denoted by - and +, respectively) in this polynomial ring work
as expected.

Define two polynomials f(z) = 32% + 6 € Fr[z] and g(z) = 22 + 2z + 1 € Fr[z]. Using
Definition 1.3 we find that deg(f) = 8, deg(g) = 2, f has lead coefficient 3, and g is monic.

*This definition is not used throughout all literature, sometimes the degree of the zero polynomial is defined
to be non-existent.
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Also, f(z)+g(z) = 328422 +22 € Fy[r] and f(x)-g(z) = 32'° +62° +32° +622 +52+6 €
]F7[£l?]

Definition 1.4. Let f € R[z] be an arbitrary polynomial. For all polynomials g € R[z]\{0} (i.e.,
excluding the zero polynomial) there exist unique [11, Theorem 3.16] polynomials ¢,r € R|x]
such that deg(r) < deg(g) and f(x) = q(x)g(x)+r(x). These polynomials are called the quotient
and remainder, respectively, of the division of f(x) by g(x) (this division is sometimes denoted

as f(z)/g9(x)).

In this example, we determine the quotient and the remainder of f(z)/g(x) using long
division where f(z) = 92° + 32* + 52° + 622 + 82 + 1 and g(z) = 223 + 22 + 7 are both
elements of Fy;[z]. For the first step, we note that 10 - (223 4+ 22 4+ 7) = 92% + 1022 + 4.
Remember that all coefficients of these polynomials are in Fy;.f

22 4+ 2% + 7/92°+ 3 +52° 4627 +-8x+1\102% + 22 4 7
92° +10x* +422
42 +523+22% +8x+1
4x4+2:173 +3x
323 +222 45241
3e3+722 45
622 +52+7

Therefore, we can write f(z) = g(z)g(z) + r(x) with ¢(x) = 102? + 22 + 7 and r(z) =
622+ 5z + 7. Note that deg(r) < deg(g) indeed holds. If deg(r) > deg(g), we should have
continued the long division by removing additional factors of g(x) from the leftover r(z)
until deg(r) < deg(g) is satisfied.

TThis is the Dutch notational variant of long division or “staartdeling”. The denominator is written
down left of the /, the numerator comes next and after the \ the quotient is denoted element by element.
The denominator is multiplied by the first element of the quotient (which one needs to figure out and
write down), this is then subtracted from the numerator and the result is written below a long horizontal
line. Now the result becomes the new numerator and the process is repeated. At the end you can find
the remainder of the division at the bottom and the quotient at the top right.

Definition 1.5. A non-constant (i.e., of degree at least 1) polynomial f € R[x] is called irre-
ducible if there does not exist a polynomial g € R[x] such that 0 < deg(g) < deg(f) and the
remainder of f(x)/g(x) is the zero polynomial.

Now that we have provided some definitions regarding polynomial rings R[x] for any commuta-
tive ring R (which will be needed in upcoming chapters), we start by stating theorems concerning
only Fp[z] (this does not mean that some theorems do not generalise to other polynomial rings).

Similar to how non-zero integers can be uniquely factored into products of prime numbers and
—1, non-zero polynomials f € [F,[x] can be uniquely factored into products of monic irreducible
polynomials and a constant in Fy [12, Theorem 1.2.17].

The polynomial f(x) = 222 + 2 + 1 in F3[z] is irreducible. To illustrate this, we write it
in the form ¢(z)g(z) + r(z) where g(x) iterates through all possible polynomials in F3[x]
with 0 < deg(g) < deg(f):
2z +1)(z)+1 (x+2)2z)+1
2 +2)(z+1)+2 (x)2x4+1)+1
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(2z)(z+2)+1 (x+1)(2z+2)+2.

No remainder equals the zero polynomial, f(z) is thus irreducible.*

The polynomial f(x) = 2% + x + 1 is not irreducible in F3[z]. It can be expressed as the
product of two polynomials p(x) = z + 2 and ¢(x) = 22 + z + 2 of non-zero degree. The
remainder of dividing f(x) by either p(x) or g(x) will result in the zero polynomial.

In Fig[z], the polynomial f(x) = 4a't + 523 + 1322 + Tz + 15 is not irreducible. The
unique factorisation (up to permutation of the factors) of f(z) equals

(4)(z 4+ 9)(z® + 10z + 3)(z® + 152 + 17)(2° + 42* + 182® + 92 + 10z + 6)

and is thus the product of monic irreducible polynomials in Fig[z] multiplied by the
constant 4 € Ffy. Or, as you can also see it, the polynomial 4 € Fi9[x] of degree 0.

*A faster way to check irreducibility of a polynomial f(z) € Fp[z] with deg(f) > 2 is to check for
roots. That is, if f(z) is irreducible then there does not exist an a € Fj, such that f(a) = 0. The converse
only holds if f(z) is a polynomial of degree 2 or 3.

Definition 1.6. Let f,g € F,[z] be arbitrary and fix h € Fy[z] \ {0}. We say that f and ¢
are congruent modulo h if the remainder of f(z)/h(x) equals the remainder of g(x)/h(x). This
congruence is denoted as g = f (mod h) and forms an equivalence relation. We denote the
equivalence classes of this relation by (f mod h). The set of all these equivalence classes is
denoted by F,[z]/(h).

Following the notation of the definition, one can define the + operation on F,[z]/(h) by
the map ((f mod h), (¢ mod h)) — ((f + g) mod h), where f + g is evaluated using polynomial
addition. Similarly, one can let the - operation satisfy (f mod h) - (g mod h) = ((f - g) mod h).
Equipped with the + and - operator, F,[z]/(h) forms a commutative ring [12, Theorem 1.3.8].

Let f(x) = 92° + 32% + 523 + 622 + 82 + 1 and g(x) = 22° + 22 + 7 be defined over Fy; [x]
(note that these are the same polynomials as in the long division example). We can write
f(x) = q(x)g(z) + r(z) with q(z) = 1022 + 22 + 7 and r(z) = 622 + 5z + 7.
Furthermore,

r(x) 4+ g(x) =22° +720* + 52 +3 =622 + 5x +7=r(z) (mod g(x)).

Likewise, each intermediate result in the previous long division example is contained in
(r mod g) as in the process of the long division we only subtracted multiples of g from
the original polynomial f.

1.3 Finite Fields of p"" Elements

Combining our theory on fields and polynomial rings, we are able to construct finite fields of p™
elements, where p is a prime number and m is a positive integer.

Theorem 1.7. Fiz p to be a prime number and let g € F,lx] be an irreducible polynomial of
degree m. Following the notation from Definition 1.6, we find that F,[x]/(g) forms a finite field
of order p™.

Proof. A proof can be found in [10, Theorem 7.9] or in [12, Theorems 1.3.13, 1.3.15]. O
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Theorem 1.8. There exists at least one irreducible polynomial g € Fplx] of degree m for every
integer m > 1 and every prime p.

Proof. For a proof, the reader is referred to [12, Theorem 2.6.6] or [6, Lemma 1.4]. O

Theorem 1.9. Ewvery finite field F' is isomorphic to a finite field Fy[z]/(g) constructed by an
irreducible polynomial g € Fp[x]. Moreover, for every prime p and every integer m > 1 there
exists exactly one finite field with p™ elements up to isomorphism, meaning that one can always
find an isomorphism between two finite fields of p™ elements. Finite fields with an order that
can not be written as the power of a prime, i.e., in the form p™, do not exist.

Proof. Proofs of this theorem can be found in [6, Section 1.1 up to Theorem 1.2], [10, Theo-
rems 7.16, 7.18], and [12, Theorems 2.6.2, 2.8.9]. O

Theorem 1.10. Under multiplication Fp.. forms a cyclic group, i.e., there exists an element
a € Fpm such that Fp. = {1,a,... ,apm_2}. Such an element is called a primitive element!,
and there are exactly p(p™ — 1) > 0 distinct primitive elements in Fy.. where ¢ denotes Euler’s
totient function.

Proof. A proof that Fy.. is cyclic and generated by primitive elements is contained in [6, The-
orem 1.3]. For the number of distinct primitive elements, the reader is referred to [10, Theo-
rem 7.13]. O

Also, under addition Fp,m is isomorphic to the vector space (F,)™, meaning that we can
represent every polynomial g € F,[z]/(f) (where f is an irreducible polynomial in F,[z] of
degree m) as a vector. For example, g(z) = (2% + 22 +1 mod f) € F3[x]/(f) with f =2 +2+2
can be represented as 1021, where each term (from highest to lowest degree) has an entry equal
to their coefficient in g(z).

We would like to illustrate some properties of Fg by highlighting them in the following
example.

We take the irreducible polynomial f(z) := 2® 4+ 2% + 1 € Faz] and write down the
elements of Fa[z]/(f) (note that by Theorem 1.7 this is a finite field of order 8), to get

(0 mod f), (1 mod £), (z mod f), (z + 1 mod f), (z* mod f),
(* + 1 mod f), (2% + x mod f), and (2% + z + 1 mod f).
In vector notation, these can be denoted by 000,001,010,011,100, 101,110, and 111, re-
spectively. Let s = (z mod f), and view 0 and 1 as (0 mod f) and (1 mod f), respectively.
We find that Fy[z]/(f) can be written as {0,1,s,s + 1,5%,5% + 1,52 + 5,82 + 5+ 1}.
Let a € Fa[x]/(f) denote a root of f, implying that we must have a3 + % +1 = 0. To
check whether some choice for « is a root of f, we need to check whether o® +a24+1=0

holds, given that s +s2 +1=0.
For example, in order to check whether o = s + 1 is a root, we evaluate

(s+1)P+(s+1)2+1=5"+s5+1#£0,
implying that s + 1 is not a root of f. However, if we take o = 52 + s + 1, we get
(24 s+1)P+ (2 +s+1)2+1=(s*+s>+1)(s> +s+1)=0.

Implying that s? 4+ s + 1 is a root of f, and thus presents a valid choice for . Similarly,
s and s are also roots of f.

1t is said that a primitive element of Fpm is a generator of ]F;m. Conversely, each generator of F;m is called
a primitive element of Fpm .
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For the rest of this example we take o := s = 010. Keeping in mind that coefficients of
the polynomials are in Fy, we have

0= -0 =~ 000,
a’ = =1 =~ 001,
ot =a =~ 010,
a? =a? =~ 100,
o? =a?+1 >~ 101,
ot a-ad=al@®+)=a+a=a*+a+1 >~ 111,
o’ a-at=al@®+a+)=a’+1+a’+a=a+1 >~ 011,
al a-o®=ala+1)=a*+a >~ 110,
o = a-ab=al@®+a)=a*+1+a?=1 2~ 001.

It can also be seen that F} = (F3)3\ {000} is indeed cyclic as a” = o 22 001. Moreover, a
is a primitive element of Fo[z]/(f) as it generates all of F§. Using vector notation (and the
equations above) addition and multiplication can be easily done within Fo[z]/(23 422 +1).
E.g., 101 + 011 = 110 (similar to a bitwise XOR operator since coefficients are in Fy).
And 101-011 2 a3 - o® = o® = a! 22010, using the useful cyclic property of F.

We will also illustrate similar properties of Fg. Define f(z) = 2? + 2 + 2 € F3[z]. Since
f is irreducible and of degree 2 we know that Fs[z]/(f) is a finite field of order 9. The
elements of Fs[x]/(f) are

(0 mod f), (1 mod f), (2 mod f), (z mod f), (x + 1 mod f),
(z + 2 mod f), (2 mod f), (2z + 1 mod f), and (22 4+ 2 mod f).

In vector notation, these can be denoted by 00,01,02,10,11,12,20,21, and 22, respec-
tively.

We can already answer questions regarding addition in Fg, such as 02 + 11 = 10, which
can also be expressed as (2 mod f)+ (z+1 mod f) = (z mod f). Similarly, 20 +22 = 12,
representing (2z mod f) + (2z + 2 mod f) = (r + 2 mod f). Things get more difficult if
we start looking at multiplication. For example, to calculate 10 - 21 we would have to
find (x mod f)- (22 +1mod f) = (222 + 2 — 2f mod f) = (2 +2 mod f). Implying that
10-21 = 22. This calculation is tedious (and becomes increasingly more tedious in larger
finite fields), so we look for a simpler method.

To this end, when necessary, view 0,1, and 2 as (0 mod f), (1 mod f), and (2 mod f),
respectively, and let o € F3[x]/(f) be a root of f, implying that a? + a +2 = 0. In this
example we take a := (z mod f) = 10, as one can verify that this is indeed a root of f.
Assuming that « is a primitive element, we know that F§ forms a cyclic group generated
by powers of «.

a’ = =1 =~ 01,
ol = =a = 10,
o = =20 +1 ~ 91,
o = a-a?=aa+1)=20>+a=2a+2 ~ 22
at = a-a® =a(2a+2) =2a% +2a =2 =~ 02,
a

= a-aot =2 = 20,




16

CHAPTER 1. FINITE FIELDS

ab = a-a® =2 =a+2 =12,
7 a-af=al@+2)=a’>+2a=a+1 ~ 11,
a® = a-a"=afat+l)=a’+a=1 ~01.

If we want to calculate (z mod f) - (2 + 1 mod f) at this point we can perform the
calculation (z mod f) - (22 +1mod f) 2 10-21 ¥ a-a? = o® =2 22 = (22 + 2 mod f)
instead.

Now we choose to define Fy by taking the irreducible polynomial g(z) = 22 + 1 € F3[z].
We expect that the finite field F3[z]/(g) has exactly the same properties as our previous
finite field Fs[z]/(f) as we know that both fields are isomorphic due to Theorem 1.9.
Let a := (z mod g) = 10, then « is a root of g, giving a® + 1 = 0. This choice of « is not
a primitive element of Fj since we have (a + 2)? = a? + a + 1 = a, meaning that « is a
square in F§. A different way to see that « is not a primitive element arises when writing
out the powers of a as before, finding that some elements of F§ are missing.

Instead, we let 8:=a+ 1= (z + 1 mod g) = 11 generate F§, as, contrary to «, this is a
primitive element of . Note that 3 is not a root of g, thus we do not have 2 + 1 = 0,
however, we still have a? +1 = 0, as « is a root of g. We defined 8 as a4 1, thus we have
a = 3 — 1, substituting this into a® + 1 = 0 gives the minimal polynomial for 3, which
equals 32 — 28 + 2 = 0. Writing out powers of 3 gives:

B = =1 =~ 01,
gt = =a+1 11,
B2 = (a+1)-B=a’+2a+1=2a >~ 20,
B3 = (@+1)-B*=2a"+2a=2a+1 ~ 21,
Bt = (a+1)-82=202+1=2 >~ 02,
B = (a+1)-B*=2a+2 >~ 99,
Be = (a+1)-fF=2a2+a+2=a =~ 10,
BT = (a+1)-B=a*+a=a+2 =12,
B = (a+1)-fT=a*+2=1 ~ 01.

It may seem that F3[z]/(g) gives rise to a different multiplication table as Fs[z]/(f). For
example, evaluating (z mod g) - (22 + 1 mod g) in F3[z]/(g) gives

(zmod g) - (2z 4+ 1 mod g) 210-21=235.33 =p% = =112 (z+ 1 mod g).

However, we know from Theorem 1.9 that these finite fields must be isomorphic. To
illustrate that this is indeed true the two tables below are multiplication tables over
Fs[z]/(f) and F3[z]/(g), respectively. Notice that the arrangement of colours in both
tables is identical, despite some colours representing different elements in each table.
This observation confirms that these two finite fields are isomorphic, differing only in
the permutation of their elements.
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- 101 02 10 11 20 21 22 - |01 02 11 12 22 20 21
01|01 02 10 11 20 21 22 01|01 02 11 12 22 20 21
0202 01 20 22 21 10 11 0202 01 22 21 20 11 12
10|10 20 21 01 11 22 02 1111 22 20 01 12 21 02
11)11 22 01 20 02 10 21 12112 21 01 22 02 11 20
21 11 20 02 22 01 10 20 12 22 02 21 01 11
20(20 10 02 22 21 11 01 22122 11 02 21 20 12 01
21|21 22 10 01 11 02 20 20120 21 11 01 12 02 22
22122 11 02 21 10 01 20 21121 12 02 20 11 01 22

1.4 The Algebraic Closure of Fields

Let R denote a commutative ring and let F' denote a field for this section.

Definition 1.11. The monic polynomial in R[x] of the largest possible degree that divides (i.e.,
the remainder of the division is the zero polynomial) two polynomials f, g € R[z] (not both the
zero polynomial) is called the greatest common divisor of f and g and is denoted as ged(f, g).

Definition 1.12. A field F is called algebraically closed if every non-constant polynomial f €
F[z] has a root in F. An algebraic extension of a field F is an extension field K of F' (Definition
1.1) such that every element of K is a root of some non-zero polynomial in Flx]. A field F is
called an algebraic closure of F if F is an algebraic extension of F and F is algebraically closed.

Theorem 1.13. Every field F has exactly one algebraic closure, denoted as F, up to isomorphism.
Proof. A proof can be found in [14, Tag 09GP]. O

Remark. Because of this theorem, instead of calling F an algebraic closure of F', we will call F
the algebraic closure of F.

Let f(x) = 2% + Tz + 12 € Z[z] (remember that Z is a commutative ring) and g(z) =
2x + 8 € Z[z]. We have that f(z) = (z + 3)(xz +4) and g(z) = 2(x + 4), so that
ged(f,9) =x+4 € Z[z].

The set of complex numbers, C, is algebraically closed by the Fundamental Theorem of
Algebra [15]. This means that for every non-constant polynomial

f(2)=ap+arz+-+a, 12" +a,z"

with ag,...,a, € C, the equation f(z) =0 only admits solutions with z € C.

The field of rational numbers, Q, is not algebraically closed, as for example the roots of
22 — 2 € Q[x] are not elements of Q.

The field of real numbers, R, is also not algebraically closed, as for example 22 + 1 € R]x]
does not contain roots in R.

Since C is a field containing the field R we know that C is an extension field of R. Moreover,
arbitrary elements a+bi € C are roots of the non-zero polynomial 22 —2ax+a?+b? € R[z].
Therefore, C is an algebraic extension of R. Since C is algebraically closed, we find that
C is the algebraic closure of R.
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Chapter 2

Number Fields and Ideals

CSIDH, a form of isogeny-based cryptography, relies on the intricate relationships between elliptic
curves. Isogeny graphs offer a clear lens on how CSIDH functions, marking elliptic curves as nodes
and isogenies as edges of the graph. These isogenies are shaped by the actions of ideals on elliptic
curves. For those eager to grasp the basics of CSIDH quickly, the first couple of sections of this
chapter on number fields, number rings, and ideals provide a solid start. Yet, to truly appreciate
the depth of isogeny graphs and the mechanics behind the CSIDH encryption scheme, delving
into the entire chapter is recommended.

After establishing the groundwork in the first two sections, Section 2.3 and Section 2.4 discuss
norms, traces, discriminants, and (fundamental) units, equipping readers with the analytical tools
for the more advanced topics ahead. The journey continues through Section 2.5 and Section 2.6,
which explore factorisation of ideals and class groups of number fields. The last section presents
an example incorporating all the theories discussed throughout this chapter.

2.1 Number Fields

First off, let us remember from Definition 1.1 what subfields and extension fields are.

Definition 2.1. A subset K of a field F' is called a subfield of F' if K is a field with respect to
the addition and multiplication operation of the field F'. Similarly, an extension (field) of a field
K is a field F such that K C F and the addition and multiplication operation of F' are those of
K.

Definition 2.2. A field extension is defined to be a pair of fields F' and K such that F' is an
extension field of K. The degree of the field extension is denoted as [F' : K], and equals the
dimension of F' as a vector space over K.

The field C is an extension field of R as R is a field and the addition and multiplication
operation of C are inherited from R. We have that [C: R] = 2 as {1,i} is a basis.

The complex numbers, C, also form an extension field of Q. The degree of this field
extension, however, is infinite (as [C : Q)] is infinite).

Definition 2.3. A number field (typically denoted by the capital letter K') is an extension field
of the field of rational numbers Q such that the corresponding field extension has finite degree.

Remark. The degree of a number field is said to be the degree of the corresponding field extension.

Definition 2.4. Let « be the root of a monic irreducible polynomial p € Q[z] (Definition 1.3)
of degree n with rational coefficients. We can adjoin « to the field of rational numbers, forming

18
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the number field
Qo) = {co+cra+ -+ cp1a™ ;e Qforall 0 <i<nl.

Remark. In other literature (such as [16] and [17]) one can find the definition that Q[a] is the
smallest ring containing Q and «, and that Q(«) is the smallest field containing Q and «. That
way, Q(«) automatically becomes a number field. One can then show that Qo] = Qx]/(p)
(which is defined similar to finite fields) and prove that Q[o] = Q(«). From those results, one
can see that our definition of Q(«) indeed forms a number field.

Constructing a number field using Definition 2.4 will imply that [Q(«) : Q] = n, and that
{1,a,...,a" '} is a basis for Q(a) as a vector space over Q.

Let v/2 be a root of 22 — 2, a monic irreducible polynomial of degree 2. We can adjoin
V2 to Q, giving
Q(WV2) = {a+b\/§:a,b€(@}.

We can verify that this is indeed a field using Definition 1.1. Naturally, we have that
Q € Q(v/2), confirming that Q(v/2) is a number field.

Thus, Q is a subfield of Q(v/2), Q(v/2) is an extension field of Q, the degree of the field
extension is [Q(v/2) : Q] = 2, and {1,1/2} is a basis for Q(1/2) as a vector space over Q.

2.2 Number Rings and Ideals

In this section, we will discuss number rings. Generally, all rings (Definition 0.4) discussed in
this thesis will be commutative with respect to multiplication.

Definition 2.5. A number ring is a subring of a number field K. If the number ring is finitely
generated (Definition 0.3) of rank [K : Q], then we call the number ring an order of K.

Definition 2.6. The ring of integers of a number field K is denoted as Ok and contains all
orders of K. It is said to be the mazimal order in K. Conversely, all orders R of K are subrings of
Ok such that [Ok : R] (the dimension of Ok as a vector space over R) is finite. Additionally, the
ring of integers contains all roots that lie in K of monic polynomials in Z[z] [18, Theorem 3.20].

Remark. One can find equivalent definitions for the ring of integers and (maximal) orders of a
number field. Examples are contained in [19], [20], [18], and [21].

Theorem 2.7. Let Q(«) denote the number field of degree n obtained by adjoining o to Q, where
a is a root of some monic irreducible polynomial in Q[x]. For every order R of Q(«), there exists
a basis {w,wa,...,wn} of Q(«) such that

R =wZ X woli X -+ X wyZ.
That is, every element in R is a Z-linear combination of the basis {w1,wa,...,w,}.

Proof. See [21, Proposition 2.2] and [18, p. 20]. Equivalent definitions of an order using this
theorem can be found in [22, pp. 212, 213] and [23, Definition 1]. O

Definition 2.8. Let « be a root of a monic irreducible polynomial in Z[z] of degree n. Then
Z|a] is defined as

Zla] = {co+cra+ - +c, 10" e, € Zforall 0 <i < n}.

Remark. To avoid confusion, if we write Z[«] in this thesis, we generally mean that « is the root
of a monic irreducible polynomial in Z[z].
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We have that Z[v2] = {a + bv/2 : a,b € Z} is a number ring of the number field Q(v/2).
Since it is finitely generated (by 1 and 4/2) it is also an order of the number field Q(v/2).
Also, Z[/5] = {a + b¥/5 + ¢V/25 : a,b,c € Z} is a number ring of Q(/5). However,
S := {a+ b5 : a,b € Z} is not a number ring of Q(¥/5) as it is not closed under
multiplication since (¢/5)% ¢ S.

The number field Q(v/5) = {a + bv/5 : a,b € Q} has ring of integers Og(v) = Z[1+2\/3]

(in Section 2.5 we see how one can compute this). We can see that OQ(\/g) =17 X 1"'2\/52.

As 7Z[2+/5] is a subring of Og(y3) and [Z[HT‘@] : Z[Q\/g]} = 4 is finite, we know that

Z[2/5] is an order of Q(v/5). Now, every element in Z[2v/5] is a Z-linear combination of
the basis {1,2v/5}.

Definition 2.9. Number fields of degree 2 are called quadratic number fields.

Let D be a squarefree integer (without any squared factors) unequal to 0 and 1. For
any positive integer m, we define the quadratic number field Q(v'm?D). We know that
the order Z[vm2D] satisfies Z[v'm2D] = Z[m~/D]. Therefore, we have that the order
Z[vV'm2D] is a subring of the order Z[v/D]. Hence, multiplication and addition of elements

in Z[v'm2D] can also be carried out in Z[v/D]. Therefore, we are typically only interested
in the case m = 1.

In the integers we are quite familiar with the concept of prime numbers. A positive integer
greater than 1 is prime if it cannot be factored into two strictly smaller positive integers. So,
one might wonder, what happens in our newly created number rings. It turns out that our old
concept of primality does not hold any more, to which end ideals are introduced.

Definition 2.10. Let R be a commutative (number) ring. An ideal I of R is an additive
subgroup of R satisfying ra € I for all r € R and a € I. The ideal generated by 0, i.e., the ideal
that only contains the additive identity element of R, is called the zero ideal of R.

Remark. Previously, we noted that all rings considered in this thesis will also be commutative.
Likewise, all number rings we consider will be finitely generated, so that they become orders.
If R is an order in a number field, then every ideal I is a finitely generated subgroup of R.
Therefore, we often denote an ideal by its generators (wrapped in brackets to distinguish them
from elements in Z).

Let R = Z be our commutative ring. We find that I = (3) is an ideal in R. The ideal is
generated by the element 3 € Z and thus contains only the numbers in Z that are divisible
by 3.

Let R = Z[v/—11] be an order in the number field Q[v/—11]. The ideal I = (1 + +/—11)
is generated by 1+ +/—11, e.g., we have that /—11-(1++/—11) € I. Let r = a4+ by/—11
with a,b € Z denote an arbitrary element of R. We must have r - (1 ++/—11) € I.
Suppose that I = {r- (1 4++/=11) : r € R} = {(a — 11b) + (a + b)v/—11 : a,b € Z}. To
verify that ra € I for all r € R and a € I, we note that a € I implies that there exists a
t € R such that ¢t 4+ t/—11 = a. Our constraint thus becomes that rt - (1 ++/—11) € I.
But, as R is a ring, we know that r¢t € R. Therefore, the constraint is satisfied, and we
indeed have that I = (1 ++/—11) = {(a — 11b) + (a + b)v/—11 : a,b € Z} is an ideal.
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Similarly, the ideal J = (2) is the set of numbers J = {2a+ 2bv/—11: a,b € Z}. For every
r = c+dv/—11 with ¢, d € Z we have r(2a+2bv/—11) = 2(ac—11bd)+2(bc+ad)/—11 € J.

Choose R = Z[V/5], then the ideal I = (2 + 3/5 4 ¥/25) equals

I ={(2a+ 5b+15¢) + (3a + 2b + 5¢)V/5 + (a + 3b+ 2¢)V/25 : a, b, c € Z}.

Take « to be a root of the polynomial 2% + 2x + 6, then Z[a] is an order in the number
field Q(«). The ideal I = (2, a) of Z[a] is generated by 2 and «. Therefore, any element
of I can be written as a Z[a]-linear combination of 2 and «.

Another example would be to take the order Z[v/3,/5] of the number field Q(v/3,/5)
with the ideal I = (4,1 + /3,2 + /5,3 + V/15).

We see that ideals are actually sets and not numbers. In our previous integer-only world
the number 1 divided every other number. One might question whether such an ideal exists for
number rings as well. The answer is that that ideal is not the zero ideal containing 1 element,
but rather the ideal (1), which equals the whole number ring! In this new realm of ideals, the
most trivial ideal we can think of is not the smallest, but rather the largest set. We say that an
ideal I divides an ideal J if I contains J. In other words, the larger set acts as the divisor. Now,
consider the ring R = Z. The ideal (2) of R comprises all even numbers. Notably, (2) divides
(4), consisting of all numbers divisible by 4. We also have that the ideal (1), which is equal to Z,
contains the even numbers and thus (1) divides (2) which in turn divides (4).

Also, for the remainder of this section, we let R denote a commutative ring.

Definition 2.11. Abstractly, the addition of two ideals I and J of R is defined as I+J = {i+7 :
i € 1,j € J}. Multiplication of two ideals is defined as IJ = {>"1" | z;y; : x; € I,y; € J,n € Z>o},
note that the sum is introduced in this product as an ideal must still be closed under addition
(since it is defined as an additive subgroup of R).

Theorem 2.12. If I and J are both ideals in R then so are the sum I + J and the product I.J.
Proof. See [24, Lemma 2.3] and [18, Prop. 2.4]. O

The ideal I divides I + I as I contains the smaller set I + 1 ={i+i:i € I}.

Define the ring R = Z[v/15] with ideals I = (2,1 ++/15), J = (2), and L = (1 + v/15).

I={2a+20V15:a,b € Z} + {(a+15b) + (a + b)V15 : a,b € Z}
=(2)+ 1+ V15) =J+L.

The product JL is the ideal (2 + 24/15). Note that JL is a smaller set than J and since
J contains JL we have that J divides JL, similarly L divides JL.

Definition 2.13. An ideal is called principal if it can be generated by a single element of R
(meaning that it equals an ideal of the form (r) with » € R). If an ideal cannot be generated by
only one generator, it is called non-principal. We call R a principal ideal domain if every ideal
of R is principal.
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Let R = Z[\/15], the ideal I = (2,14 +/15) is non-principal (as we will see in the following
example), whereas

I = ((2) + (1 + V15))* = (4,2 + 2V15,2 + 2V/15, 16 + 2V15)
=(4,24+2V15,14) = (4,2 4+ 2V15,2) = (2)
is principal. Note that in the equation above one must be careful that all the elements of
an ideal are still contained in the next ideal and no additional elements are introduced,

also, the second equality comes from the distributive law of multiplication of ideals over
addition of ideals [18, p. 15].

Definition 2.14. An ideal I # (1) of a number ring R is called a prime ideal if for any a,b € R
with ab € I, we have that a € T or b € I.

Similar to how we can factor numbers into products of prime numbers, ideals can also be
decomposed into products of prime ideals. We elaborate on this concept in Section 2.5.

2.3 Norm and Trace

Let K be a field and let L be a finite extension of degree n of K (we will use this notation
throughout the section). We can choose a basis {b1,bs,...,b,} € L such that L is constructed
from K by taking K-linear combinations of that basis. In other words, if {b1,bo,...,b,} is a
K-basis for L, then L = {x1b1 + x2bs + -+ + xpby, : x; € K}

Let @ € L and let V be the vector space spanned by the basis {b1,ba,...,b,}. Letmy : V =V
denote multiplication by a. Thus, for any basis element b; € V we have mq(b;) = ab; =
Z?:l a;;b; for some coeflicients a;; € K. We can thus define a matrix, denoted as [me], enlisting
the coefficients a;;. The following examples compute this matrix for a couple of number fields.

Let K = Q and L = Q(+/2) and choose the basis {1,v/2}. Furthermore, let o = a + bv/2
for a,b € Q, now we calculate ab; for all b; in the chosen basis.

a-l=a+b/2 o ]_{a Zb]
a-vV2=2b+aV2 el = el

Let K = Q and L = Q(v) where 7 is a root of the irreducible polynomial 2% + 2x + 6.
Select the basis {1,7}, note that this is indeed a basis by Definition 2.4. Since 7 is a root
of 22 4 2z + 6 we have v + 2y +6 = 0 and thus 72 = —2y — 6. Choosing o = a + by with
a,b € Q, gives that

a-l=a+by :>[m]{a —Gb]
o-y=—6b+ (a—2b)y b a—2b)°

Let K = Q and L = Q(v/3,v/=5). One can verify that {1,v/3,v/=5,v/—15} is a K-basis
for L. Let o« = a + bv/3 + ¢v/—5 + dv/—15 for a,b,c,d € Q, we get

a-1=a+b/3+cvV/=b+dvV—15

a 3b —b5c -—15d
a-V3=3b+aV3+3dvV—5+c/—15 b a —5d —5¢
= [ma] =
a-vV/=5=—5c—5dV3+ av/—5 + byv/~15 ; 3d Z 3b
C a

a-vV—=15 = —15d — 5¢V/3 + 3bv/=5 + av/—15
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More examples are listed in [25, Ex. 2.3-2.6].

These multiplication matrices come in handy for computations in our fields L and K. To this
end, we define the norm, trace, characteristic polynomial, and discriminant. We note that these
definitions are independent of the choice of the basis {b1,be,...,b,} [18, § 4] [26].

Definition 2.15. The norm and the trace from L to K are, respectively, are the maps Ny, :
L — K and Trp g : L — K defined by

Np/k(z) = det [m,] and Trp, g (z) = trace [my].

Similarly, if {b1,bs,...,b,} is a Z-basis for the order R in a number field L and K = Q, we can
define the restricted norm and restricted trace as maps Ng/z : R — Z and Trg/z : R — Z defined
by

Ng/z(x) = det [m;] and Trg/z(z) = trace [m,].

Remark. It can be seen that the codomain of the norm and trace indeed lie in K by [27] or [26,
Proposition 2.8] in combination with [26, Proposition 2.3].

Definition 2.16. The characteristic polynomial ff/K € K[X] of € L is the characteristic
polynomial of [m,], given by

F250(X) = det(X -idy, — [m,]):
Moreover, every x € L is a root of its characteristic polynomial f7 /K [25, Theorem 5.6].

Definition 2.17. Let {b1,bs,...,b,} be any Z-basis for the order R of a number field. The
discriminant of R is defined as

A(R) = det(TI‘R/Z(bibj)):»szl.

We define the discriminant of a number field K as Ag := A(Ok).

Continuing the examples from before we deduce that if K = Q and L = Q(v/2), then
Tr k(o) = 2a and Np/g(a) = a®? — 2b%. Meaning that for 3 + 2v/2 € L we have
Troeva 03 +_2\_/§) = 6 and Ng/3/(3 + 2v2) =32 -2.22 = 1.

The characteristic polynomial becomes

o o X—a —2b o 2 2 2
fQ(ﬁ)/Q(X)—det[ b X gl =X 20X ta” 20

Thus, we have f&iﬁ)/Q(X) = X2 — 2 and indeed v/2 is a root of X? —2. On a different

14+v2 — X2 : 2 — 2 _
note fQ(ﬁ)/Q(X) = X? —2X — 1. We can rewrite X°* —2X —1=0as (X —1)* = 2,
signifying that 1 + /2 is a root of this characteristic polynomial.
Let R = Z[v/2]. The discriminant A(R) can be calculated as

Trz[ﬁ]/z(l) Trz[ﬁ]/z(\@) ] — det {2 O] _3

A(R) = det
(7) Trzwi]/z(\@) TrZ[\/i]/Z(ﬂ'ﬂ) 0 4

Had we taken the order R’ = Z[2v/2] in L, we would have found that, using the basis
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{1,2v/2}, for any a,b € Z we have Trreyz(a + 20v/2) = 2a. Therefore,

A(R') = det

Trynvayz(l)  Tpysz(2v2) ~ det [2 O} _ 39
Trz[zx/i]/Z@ﬁ) Trz[h/i]/z(S)

For K = Q and L = Q(y) with 7 a root of 2% 4+ 2z + 6 we have Trg(,)/o(e) = 2a — 2b
and Ng(,)/0(®) = a® — 2ab + 6b°.
The characteristic polynomial becomes

a o X —a 6b . 2 2 2

giving f&%/Q(X) = X2+ 5 which has the two roots v/—5. The roots of 2 + 2x + 6 are

—1++/-5, thus 1 + v = £+/—5 is indeed satisfied.
Let R = Z[y] and denote Trz,j,z(x) as Tr(z), then (remembering that v* = —6 — 2)

A(R) = det Eﬁﬁ% Tr(Tg(”m} — det [22 z] — 2.

Take K = Q and L = Q(v/3,v/—5), then Trz k() = 4a by the previous examples.
Denote Try 5 /= 7(2) as Tr(z), the discriminant of R = Z[V/3,+/=5] becomes

Tr(1) Tr(v3)  Tr(v/=5) Tr(v/—15)
Tr(v/3) Tr(3)  Tr(v/=15) Tr(3v/=5)

AR =det | 1 /75) Te(V=15) Tr(=5) Tr(=5v3)

Tr(v/—15) Tr(3y/=5) Tr(-5v3) Tr(-15)
=4-12-(—20) - (—60) = 57600.

Theorem 2.18. Let K be a number field with extension L. The norm map Ny, : L — K
is multiplicative and the trace map Trp,x : L — K is additive. To put it differently, assume
that o and 8 are elements of L, then Np k(af) = Ny g(a) - N/ (B8) and Trp g (o + 3) =
Trp k(o) + Trp e (B)-

Proof. Previously, we defined a way to construct the multiplication matrix [m,] for some « € L.
Using linear algebra, one can show that the determinant is multiplicative [28, Theorem 9.49] and
that the trace is additive. Therefore

Np/k(aB) = det ([magl) = det ([ma]lmp]) = det [ma] - det [mpg] = Np/x(a) - Nk (8),
Trp/k(a + B) = trace ([ma+g]) = trace ([ma] + [mp])
= trace [mq] + trace [mg] = Trp k(o) + Trp,  (B). O
Remark. One can also show that the restricted norm map is multiplicative and the restricted

trace map is additive by letting K denote an order in a number field and defining I = Z in the
above theorem.

Definition 2.19. For any non-zero ideal I of the order R of some number field K extending
Q, we define the restricted norm of I, denoted Ng/z(I), to be the ideal of Z equal to the set

{Ng/z(z): x € I}.
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Take R = Z[v/15] and I = (2) as principal ideal in R. This ideal equals the set {2a+2bv/15 :
a,b € Z}. The restricted norm of any element o = ¢ + dv/15 € R with ¢,d € Z is
NZ[\/ﬁ]/Z(Q) = ¢? — 15d?. Any element in the ideal, e.g., 2a + 2bv/15 with a,b € Z. will
have restricted norm NZ[\/E]/Z(QG, + 2bv/15) = 4a® — 60b%. The restricted norm of the
ideal will be NR/Z(I) = NR/Z((Q)) = {NR/Z(*T) T e (2)} = (4)

The non-principal ideal J = (2,1 + 1/15) also has a restricted norm. This time the ideal
(2) has restricted norm (4) and the ideal (1 + +/15) has restricted norm (—14). Thus, the
restricted norm of the ideal J will be generated by (4, —14) = (2) C Z. If there is any
ideal that divides J, its restricted norm must thus contain (2) C Z.

Suppose now that J equals a principal ideal (¢ + d\/ﬁ), equating restricted norms then
gives us that ¢? — 15d? = 42 must hold. Looking at the equation modulo 15 we see that
such a solution does not exist, thus J is indeed non-principal.

Remark. Often the restricted norm of an ideal is said to just be the generator of the resulting
ideal of Z (which must be a principal ideal) [29, Section 1.8]. In the previous example this will
mean that the ideal (2) is said to have restricted norm 4 and (2, 1++/15) is said to have restricted
norm 2. This will also be done for the remainder of this thesis as it simplifies the statement of
some theorems later on.

2.4 Units

A unit is an element v of a ring R such that an element v € R exists that satisfies vu = uv =1
where 1 is the multiplicative identity of R. In the ring Z we had two units, namely £1. In
number fields we can have an infinite number of units (see Theorem 2.20 below). An element u
of an order R is called a unit if and only if Ng/z(u) = {£1} [20, p. 16].

Let a,b € Z, then from previous examples we know that Nz[ﬁ]/z(a—i-b\/i) = a%2—2b%. Now,
3+2V2 € Z[v2] is a unit since (3+2v/2) - (3—2v2) = 1. Indeed, Ny 5,,(3+2V2) = L.
Likewise 1, —1, 3 — 2v/2, 7+ 5v/2, 1 + /2 are all units of Z[ﬂ]

Remember from Definition 2.6 that the ring of integers Ok contains the roots of all monic
polynomials in Z[z]. That means that for every element o € R, where R is an order of (and
thus contained in) Ok, we have that there exists a non-zero monic polynomial in Z[x] with the
root a.. Such a polynomial with the least degree is called a minimal polynomial of a. Now, each
polynomial f € Z[xz] is also a polynomial in C[z]. Since C is algebraically closed (Section 1.4),
we know that all roots of f will be contained in C. Roots of f € C[z] are either real or complex,
depending on whether the root in question has an imaginary part.

Using this theory on minimal polynomials, we can state an important theorem regarding the
unit group of R, the group containing all units in R.

Theorem 2.20 (Dirichlet unit theorem, 1846). Let R = Z[«] be an order in a number field. Let
the minimal polynomial of o admit r real roots and 2s complex roots. Write ugr for the group of
roots of unity in R, that is, all solutions to the equation x™ =1 for some positive integer n and
x € R. Then ug is finite and the unit group of R can be written as

R* = pg x (m) X (1) X+ + X (pys—1) = (Z/#prZ) x L'
Where n1,12, ..., Nr+s—1 are called fundamental units, forming a Z-basis for R* /ug.

Proof. See [30] or [31, Section 6.2]. O
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The case of imaginary quadratic number fields is of special interest in the CSIDH algorithm.
Specifically, orders of the form R = Z[,/—p] for primes p are of interest. As /—p is a root
of the monic polynomial 2% + p € Z[z], and this polynomial has the least possible degree (as
constant polynomials and monic polynomials of degree 1 will never have \/—p as a root), we find
that 2% + p is the minimal polynomial of \/=p. Since ++/—p are all the roots of the polynomial
2?2 + p € C[z], both having an imaginary part, we find that » = 0 and s = 1 in the Dirichlet unit
theorem. Therefore, R* = pp & 7Z/#urZ, implying that the unit group of R is finite.

The two fundamental units of Z[ﬂ] are —1 and 1+ v/2.

Let R = Z[/2] be an order in Q(v/2). The minimal polynomial of v/2 is 22 — 2 € Z[z],
which admits 2 real roots and 0 complex roots. Using the Dirichlet unit theorem, we find
that R* = pp x (m)asr+s—1=240-1=1.

In fact, ug = {1} and 1, = 1 + /2. Therefore, all units of R are generated by (—1) x
(14 +/2), that is, they are of the form +(1 + v/2)* for some k € Z.

If we rewrite the equation 2% — 2y? = +1 in R, we get that (z — v/2y)(z + v2y) = +1,
so that z — v/2y and z + v/2y must have restricted norms equal to 1. As all units have
restricted norms equal to +1, and are of the form 4(1 4 /2)* we find the units

(1+v2)2=34+2v2,  (1+V2°?=74+5V2, (1+V2)*=17+12V2

Now, these units give the integer solutions (x,y) € {(1,1),(3,2),(7,5),(17,12)} of the
equation x? — 2y? = +1.

Take R = Z[\/7], then up = {1} are the roots of unity in R. Since the minimal
polynomial of /7 is 22 — 7, we find that » = 2 and s = 0, using the notation of Theorem
2.20. Hence, the unit group has the form R* = (—1) x (n) for some fundamental unit 7.
For example, n =8 — 37 € R is a fundamental unit.

The order R = Z[v/—1] has ugp = {£1,+£+/—1} as £1/—1 € R are roots of 2*—1. Moreover,
the minimal polynomial of v/—1 is 2 + 1, and admits 0 real roots and 2 complex roots.
Thus, R* = Z/47.

Units can be verified to be fundamental if the unit is not equal to an nth power of a different
unit where n is a positive integer.

We want to show that 1+ /2 is a fundamental unit in Z[v/2]. Note that we indeed have
Nz[\/i]/z(l + \@) = —1. In order to show that the unit 1 + /2 is fundamental we first

assume it is not fundamental. Thus, there exists a unit ¢t = u+vv2and k € Z~1 such that
1+v2 = tk, thus t¥ ~ 2.41. As the restricted norm of 1++/2 is —1, we have that k£ cannot
be even. Therefore, £ must be odd and ¢t must have restricted norm equal to —1. Since
t* > 1and k > 1 we know that 1 < ¢t < v/2.41 ~ 1.55 must hold. We can immediately see
that u,v < 0 implies that ¢ < 0, and thus gives no solutions. In the case that u > 0 and
v < 0 we deduce, from the fact that ¢ is a unit, that +1 = (u+vv/2)(u—vv2) = t(u—vv/2).
Naturally « — vy/2 > t as v is negative, so that we reach a contradiction to the equality.
Similarly, if v < 0 and v > 0 we have t(u — vv/2) = £1, we have u —vv/2 < —1, and since
t > 1 we again reach a contradiction. Also, if v = 0, then t* would always be an integer and
never equal 1++/2. Similarly, if u = 0, then t* would either be integral or of the form z+v/2
for some x € Z, which also never equals 1 4+ /2. Therefore, u, v > 0 holds. Since u,v > 0
and we require t < 1.55 such a ¢ does not exist as t = u + W2 > 142~ 241 £ 1.55.
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Therefore, the unit 14 /2 is fundamental and Z[v/2]* = (—1) x (1 +v/2).

2.5 Ramification and Factorisation

Before we can introduce the subject of ideal factorisation, we need to look at the definition of
invertible ideals.

Definition 2.21. An ideal I of an order R is called invertible if there exists an ideal J of R
such that I -J is a non-zero principal ideal [18, p. 17]. The regular prime ideals (Definition 2.14)
of R are the primes ideals of R that are invertible; if a prime ideal is not invertible it is called
singular. A Dedekind domain is a number ring in which all ideals are invertible. The smallest

extension of Z that is a Dedekind domain in any number field K is Ok, the ring of integers of
K [18, Theorem 3.20].

Finding the ring of integers of some number field can be a difficult process. Often a guess is
made for Ok and if there are singular primes left in this domain, then we know that our choice
of Ok was not correct, as O is Dedekind and all ideals must be invertible. Before we look at a
few examples there is another important theorem that will help with our understanding of this
concept later on.

Theorem 2.22 (Kummer-Dedekind). Let p be a prime number and let o be a root of a monic
irreducible polynomial f := Y ;" c;x’ € Z[x| of degree m. First, find the residue classes of the

coefficients of f modulo p, to create the polynomial f' :=":" (c; mod p)z* € Fplx]. Neat, factor
the polynomial f’ into pairwise distinct monic irreducible polynomials g1,...,gn € Fplx] with
multiplicities eq, ... e, € Z>1, i.e., we are able to write that f'(x) = g1(x)* - - gn(x)". Then,

for each g;, take the coefficients of g; and take some element in the residue class of the coefficient
to create a polynomial g; € Z[x].

Now, the ideal (p) in the order R := Z[a] factors into prime ideals as (p) = pi*---pr
satisfying p; = (p,gi(a)) and Ng,z(p;) = pleggi — pdesdi  Also, denote 1; € Z[z] to be the
remainder of f € Z[x] upon division by g, € Z[z], after writing q := p € Z[z] (viewing p as a
constant polynomial with integer coefficients), we can state that

p; is singular <= e; > 1 and ¢°* divides r; € Z[z].
Proof. See [32] or [18, Theorem 3.1]. O

Corollary 2.23. Suppose that p; is singular in the Kummer-Dedekind theorem and that the
quotient and remainder of the division of [ by g. equal q and r, respectively, i.e., we can write
f=q-g;+r. Then %q(a) is the root of a monic polynomial in Z[x], but does not lie in Z[a,
that is, it extends Z]o].

Proof. See [18, Theorems 3.1, 3.2]. O

Remark. In the next example we will see that the ideal (7) factors in Og, 5 as (7, V2+3)(7,V/2+
4). To make our notation more compact, we write (7,v/2 + 3)(7,v/2 4+ 4) = p7 - q7 to mean that
pr == (7,v/2 +3) and q7 := (7,v/2 + 4). We will continue to do this in the rest of our thesis
to assign letters to our ideals. Also, we note that this assignment of letters for the ideals will
always be in respective order.

Take K to be the number field Q(v/2). In a previous example, we found that the char-
acteristic polynomial of v/2 equals f := 2% — 2 which seems logical as /2 is a root of
this polynomial. Now, we make the guess that O = Z[/2] (it is in fact true that Z[v/2]
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equals Ok).

The ideal (7) factors in Ok as (7,v/2 + 3)(7,v/2 +4) = p7 - q7. Since in F;[z] we have
22 —2=(z+3)(z+4).

The ideal (17) factors in Ok as (17,v/2 + 6)(17,v/2 4+ 11) = p17 - q17. Since in Fi7[z] we
have 22 — 2 = (z + 6)(z + 11).

The ideal (5) does not factorise in Ok as 2% — 2 is irreducible in F5[z], in other words, (5)
is a prime ideal. The same goes for (3), (11), (13), and others.

Let K be the number field Q(v/5). The characteristic polynomial of v/5 is f = 22 — 5.
Assume that O = Z[V5]. The ideal (2) factors in Ok as (2,1 + v/5)? = p3 since
2?2 — 5 = (z + 1)? in Fa[z]. The remainder 7; € Z[z] of f upon division by g/ = z + 1 can
be seen from

22 -5 —5—z 4
=z+ =r—1+—
r+1 r+1 r+1

to be equal to the constant polynomial 4. But ¢? := p? = 22 = 4 € Z[z] divides r; € Z[z],
thus po is singular.

We find that f = (z — 1)g} + 4, thus, using Corollary 2.23, we get that 1(v/5 — 1) does
not lie in O = Z[v/5]. We conclude that our original guess for O was insufficient as it

did not include ‘/52’1 € Q(v/5), which is a root of the monic polynomial 22 +x —1 € Z[x].

As, Z[\/%_l] contains Z[v/5], we now assume that O = Z[\/gz_l] (in fact, this is indeed

the ring of integers of K).
Let o denote ‘/52_1, the characteristic polynomial of v is f := 2% +2 — 1. Now, (5) factors
in Ok as (5, + 2)% = p2 as in F5[z] we have 2% + x — 1 = (2 + 3)2. The remainder of f
upon division by x + 3 is 5, so that ps5 is a regular ideal of Ok.

The ideal (2) does not factor in Ok as x? + x — 1 is irreducible in Fa[z].

Other useful references for the Kummer-Dedekind theorem and its application are [33]
and [18, § 3, § 7].

Definition 2.24. Let p be a prime number and let (p) be an ideal of the order R that factors
as the product p§* ... per of prime ideals, using the conventions of Theorem 2.22. We distinguish

two cases.
e The order R is called singular above p if one of py,...,p, is singular in R.
e The order R is called regular above p if all prime ideals pi,...,p, are regular in R. We

distinguish a few more cases if R is regular above p.

— If n=1and e; =1, i.e., (p) itself is a prime ideal, we say that p is inert in R.

— If some e; > 1, we say that p is ramified in R, moreover, if n = 1 also holds, then p is
said to be totally ramified in R.

— If n > 1, then p is said to be split in R (note that p can be both split and ramified in
R). Moreover, if all e; = 1, then p is said to be totally split in R.

In the above examples we saw that Z[v/5] was singular above 2 as the ideal py was singular.

However, the order R := Z[@] was regular above 2. Since the ideal (2) could not be factored
in R, we say that 2 is inert in R. Also, 5 is ramified in R as it factored into a prime ideal with
multiplicity greater than one.
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Theorem 2.25. A prime p ramifies in the ring of integers, Ok, of a number field K if and only
if p divides Ag. Any order R of the number field K can only be singular above some prime p if
p? divides A(R). Also, A divides A(R).

Proof. See [18, Theorem 4.14] for the first statement, the second and third statement follow from
[18, Theorems 4.7, 4.10]. O

Take R = Z[v/5], then we can calculate that A(R) = 20, meaning that the primes 2 and 5
are ramified in R. From the previous example, we know that R is singular above 2, so we
defined R’ = Z[@] We can calculate that A(R') = 5, meaning that only 5 is ramified
in R

Also, since A(R') = 5, there will be no prime p such that p? divides 5. So R’ is not
singular above any prime, meaning that Ox = R'.

Let R = Z[/2], we found in previous examples that A(R) = 8, implying that only 2 is
ramified in R. The ideal (2) factors in R as (2,v/2)? = (v/2)? = p as 22 — 2 = 22 in Fy[x].
If we divide the characteristic polynomial 22 — 2 by x we get a remainder of —2. Since
22 = 4 does not divide —2, Theorem 2.22 implies that ps is regular. Thus, R is regular
above 2 and 2 is ramified in R. Since only 2 is ramified in R, and it is regular in R we
know that there are no singular primes in R and thus Og 5 = R = Z[\V?2].

2.6 Class Groups

Definition 2.26. Let R be a Dedekind domain in a number field K, define a relation ~ on
non-zero ideals of R by I ~ J whenever there exist non-zero elements a,b € R such that
(a)I = (b)J where (a) and (b) constitute the ideals generated by a and b. In fact, this relation
is an equivalence relation [34] and the equivalence classes are called ideal classes of R, denoted
as [L] for L an arbitrary ideal of R. We define the addition of [I] and [J] to be the ideal class
[1J] (writing that [I] + [J] = [[J]). In fact, the set of all ideal classes is called the class group
of R, denoted CI(R), and as the name suggests, it forms a group under this addition operation
[20, Corollary 1]. Moreover, the class group of the ring of integers Ok is denoted as C1(K). The
ideal class containing all principal ideals of R forms the identity element of the class group, thus,
if IJ is a principal ideal we write [I] + [J] = 0. If all ideals in R are principal, the class group
CI(R) is trivial, and R is called a principal ideal domain.

Theorem 2.27 (Minkowski bound). Let O = Z[a] be the ring of integers in a number field
K such that [K : Q] = n, where « is the root of some monic irreducible polynomial f € Z[z] of
degree n. Let f (as a polynomial of C[x]) admit a total of 2s complex roots. Then every ideal
class contains an ideal of restricted norm not exceeding

4\° n! ——

In particular, the class group CI(K) is generated by the ideal classes of prime ideals of restricted
norm at most Mg .

Proof. See [18, Theorem 5.9]. O

Let K = Q(v/—5), we have Og = Z[v—5] and Ag = —20 as well as 2 complex roots
and 0 real roots of the minimal polynomial 2% + 5 of \/—5. This implies that My =
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20 ~ 2.847. Hence, the class group Cl(K) is generated by ideal classes of prime
ideals of restricted norm at most 2. The ideal (2) factors in Ok as (2,1 + v/—5)% = p3,
since 22 +5 = (z + 1) in Fay[z].

Since CI(K) is generated by the ideal class of py, in order to prove that the class group of
Ok has order 2 (since p2 is principal the class group has order dividing 2) we must show
that [ps] # 0, i.e., that ps is non-principal in Ok.

Suppose that ps = (a + by/=5) with a,b € Z. Since py has restricted norm 2 (Theorem
2.22), and we know that Ny — 5 (a + by/=5) = a® + 5b%, we need to solve the equation
a?+5b% = 2, which has no solutions, resulting in a contradiction. Thus, p» is non-principal
and the class group of K has order 2.

Take K = Q(v/130), we have Ok = Z[v/130] and Ax = 520. The minimal polynomial of
v/130, which is 22 — 130, has 2 real roots and 0 complex roots. Therefore, My = %\/@ ~
11.40, implying that CI(R) is generated by the ideal classes of prime ideals of restricted
norm at most 11. We start by factoring some ideals in O

(2) = (2, \/ﬁ) = p3,

(3) = (3,1+ V130)(3,2 + V130) = psqs,
(5) = (5,V130)* = p3,

(7) = (7,2 + V130)(7,5 + V130) = prar,

(11) = (11,3 + V130)(11,8 + V130) = p11411.

This implies that 2[}32] =0, [pg] + [q3] =0, 2[}35] =0, [p7] + [q7] =0, and [p11] + [qll] =0.
Now, for k € Z we have that N 35 /7 (k — V130) = k? — 130. Therefore, the ideal
(11—+/130) has restricted norm —9. From Theorem 2.22 we know that N30,z (P3) = 3.
As the restricted norm is multiplicative, and units are the only elements of an order with
restricted norm equal to 41, we know that (u)p? = (v)(11 — /130), where u and v are
units in Ok. Hence, p2 and (11 — 4/130) are in the same ideal class. We write 2[p3] = 0.
Also, (12—+/130) has restricted norm 14, without loss of generality, factor it as pop7. Then,
[p2] + [p7] = 0. The class group is thus generated by (the ideal classes of) {pa, 3, Ps5, p11}-
Factoring (14 — v/130) as popsp11 (without loss of generality) gives [pa] + [p3] + [p11] = 0,
implying that the class group is also generated by {p2,ps,ps} (as [p11] is generated by
[p2] and [ps]). Additionally, we factor (5 — +/130) as pspsp7, implying that [ps] + [ps] =
—[p7] = [p2] meaning that the class group is generated by {ps,ps}.

We know that 2[p3] = 0 and that 2[ps] = 0. In order to show that the class group
CI(K) = ([ps]) x ([ps]) = (Z/27)? we need to show that both p3 and p5 are non-principal
and that [p3] # [ps].

For some principal ideal (a + bv/130) with a,b € Z we have that NZ[\/ﬁ]/Z(a +0V/130) =
a? —1300b2. If p3 is principal we must thus have a? — 130b? = 3 for some a, b € Z. Looking
at the equation modulo 130 we see that we must have a? = 3 (mod 130). But 3 is not
a quadratic residue (see Definition 5.1 if the term is unfamiliar) modulo 130, thus ps is
non-principal. Since 5 is also not a quadratic residue modulo 130 we also know that ps is
non-principal.

If [ps] = [ps] we have 0 = 2[ps] = [psps], meaning that psps is principal. But 15 =
a? — 130b? = a? (mod 130) is not a quadratic residue, meaning that [p3] # [ps]. We
conclude that CI(K) = ([p3]) x ([ps]) = (Z/27)>.

Many more examples are listed in [35, Ex. 2.1-2.6, 3.1-3.4].
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2.7 Overarching Example

As an example combining the theory of ideals and numbers fields we will compute all integer
solutions to the equation 22 — 109y? = 1. Other such examples are listed in [18, § 7].
To this end, we define the number field K = Q(1/109), now, solutions to the equation amount

to finding solutions to
(x — v109y)(z + V109y) = 1.

We see that both parts in brackets must be represented by some element in the unit group of
the ring of integers of our number field, that is, they must be an element of Oj;. We proceed by
computing O, to which end we first find Ok

Take R = 7Z[v/109], using Section 2.3 we find that the characteristic polynomial of /109
is 22 — 109. Section 2.5 now tells us that the ideal (2) factors in R as (2,1 — +/109)% = p3.
Furthermore, the remainder of 2 — 109 upon division by z — 1 is —108 € Z[z], sadly 2% = 4
divides —108, thus R is not equal to the ring of integers O by Theorem 2.22. We extend R by
using Corollary 2.23 and the fact that 22 — 109 = (z — 1)(z + 1) — 108, giving that the element
(/109 + 1) extends the order R.

Now, let o = Y12+ and let S = Z[a], we know that R C S so S indeed extends R. Define
v =a+ba € S with a,b € Z. Since a2 = 1024‘1)2 — 55+2\/1U9 =27 + o we have

v-1=a+ba ] [a 27b]
= [m,] = .
v-a=2Tb+ (a+b)a v b a+b
Denote Trzq)/z(2) as Tr(z), then Tr(y) = 2a + b. Also,

A(S) = det [%((;)) Tr(l;(‘fa)} ~ det E 515} ~ 100.

Since 109 is prime, Theorem 2.25 tells us that there S is regular above all primes, implying that
Oxg = S and A = A(S) = 109. Furthermore, « is a root of 2% — z — 27, its characteristic
polynomial (as well as a minimal polynomial). There are 2 real roots and 0 pairs of complex roots
of this polynomial, the Minkowski bound from Section 2.6 therefore equals My = % 109 =~ 5.22,
which implies that CI(K) is generated by primes of norm at most 5. Since the characteristic
polynomial of o is 22 — x — 27, we get that 2 in inert in Of as 2% — 2 — 27 is irreducible in Fa[z].
We also have (3) = (3, @)(3,a—1) = p3qs and (5) = (5,a—2)(5,a+1) = p5q5 in O. Therefore,
only p3 and ps are possible generators of C1(K).

For k € Z we have Nyqy/z(k — o) = k(k —1) —27 = k* — k — 27 = f(k). Since f(6) = 3 and
6 — a € p3, we know that (6 — «) = p3, hence p3 is principal. Also, f(7) = 15, 7 — « € g3, and
T— « € ps, thus 7— « € q3p5 and (7 — «) = qsps, and hence [p5] = [ps], implying that ps is also
principal. Therefore, C1(K) is trivial and O is a principal ideal domain.

We have f(1) = —27, thus (1 —a) = q3 = (27)p;° (as we have that (3) = qsps and p;
is invertible as we are working in a Dedekind domain) and (6 — a) = ps. The principal ideal
generated by 7 = (1 — a)?(6 — a)?/27% thus factors as pz >*™" for arbitrary a,b € Z. If we take
(a,b) = (1,3) we have —3a + b = 0 and get the unit ideal

n=(1-a)6—-a)*/27T=(1-a)(63 - 11a)(6 — a)/27
= (33 — 6)(63 — 11a)/27 = (3861 — 675a) /27 = 143 — 25a.

And indeed Ngzjq1/7(143 — 25a) = —1, implying that 7 is a unit according to the definition in
Section 2.4.

It remains to prove that 7 is a fundamental unit. As n has a negative norm, it cannot be the
square of a unit, and must therefore be some odd power of a unit. Since n = 143—25a ~ —0.00383,
we know that 71 ~ —1/(—0.00383) =~ 261. We already know that 7 cannot be a square, thus if
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n = t* for any odd k € Z~, and unit ¢t = u+va with norm —1 and inverse ! = u+v — va, then
7=t thus1 < t7! = ut+v—va < ¢/n~! ~ 6.40. Taking inverses with respect to —1 then
gives that —1 <t =u+va < ¢n ~ —0.157. This relation implies that —1 —va < u < 7 —va,
substituting this into the relation for ¢!, subtracting va from both sides and dividing by 1 — 2«
gives —0.708 < v < —0.109, which is impossible as v needs to be an integer. Therefore, 7 is a
fundamental unit and we have

0% = (—1) x (143 — 250).

We are almost done with our calculations, except for the fact that we set out to find the
integer solutions to 22 — 109y? = 1. We know that n = 143 — 25« is a fundamental unit in
Z[ivwzgﬂ], but converting this to our original basis {1,109} gives us n = 143 — 257”029"'1 which
does not give us an integer solution. Therefore, we compute powers of 1 until the coefficient of
« is even.

n = 143 — 25«
n? = 37324 — 6525c
n® = 9741707 — 17030500
= 9741707 — 1703050(v/109 + 1) /2
= 8890182 — 8515251/109.

Now, the pair (z,y) = (8890182, 851525) satisfies 22 — 109y? = —1, but not 22 — 109y* = 1. We
square our answer to get the correct result.

£ :=n% = (8890182 — 851525v/109)? = 158070671986249 — 15140424455100v/109.

The powers 41, +e*! +e¥2 453 | written in the form z + /109y represent all solutions
(7,y) satisfying 22 — 109y? = 1, some examples are listed below.

— (1)2-109-(0)* =
—1 = (=1)2 =109 (0)* =
e = (158070671986249)* — 109 - (— 15140424455100)2 =
—e ! = (—158070671986249)? — 109 - (—15140424455100)? =
e? = (49972674684368648757690180001)? — 109 - (—4786514135549389701035839800)% = 1,
7% = (49972674684368648757690180001)% — 109 - (4786514135549389701035839800)% =
e3 = (15798428536616731910550597262825995341626249)% —
109 - (—1513215011755943526709349270967663109365300)2 =



Chapter 3

Elliptic Curves

The importance of elliptic curves in contemporary cryptography cannot be overstated. They
provide the backbone for several encryption protocols, with the first ones published in 1985
[36] [37]. The theory of elliptic curves provides record-breaking methods to factorise numbers.
CSIDH heavily relies on the use of elliptic curves, and computations involving elliptic curves
form the backbone of their algorithm.

This chapter starts by introducing the concept of a projective plane, a helpful idea that
provides building blocks for other theorems on elliptic curves. Section 3.2 delves into the funda-
mentals of elliptic curves, particularly focusing on the operation of addition over elliptic curves
as defined by the group law. In the final section we combine our theory with Chapter 1 and de-
fine elliptic curves over finite fields, forming the foundation for the next chapter which discusses
morphisms of elliptic curves.

3.1 Projective Plane

As we will see later on, the projective plane allows us to state formulas and methods regarding
elliptic curves. We will look at some definitions regarding the projective plane at the start of
this section, after which we will look at an example of a projective line, ending the section with
some intuition about projective planes.

Definition 3.1. Let K be a field. Define a triple to be an element (z,y,z) € K3 such that at
least one of z,y, z is non-zero. Two triples (x1,y1,21) and (x2,ys2, 22) are said to be equivalent
if there exists a non-zero element A € K such that (z1,91,21) = (Aza, Axa, Az3). This relation
forms an equivalence relation, and the set of all equivalence classes is called the projective plane
over K, denoted as P%. The equivalence class of (z,y,2z) € K? is denoted as (z : y : z) € P%
and is called a projective point. Typically, if K is algebraically closed (Definition 1.12) and it is
clear which field we are working in, we denote the projective plane by P? instead of IP’%.

For the projective plane over a field K we distinguish two cases for projective points (z : y :
z) € P%. If 2 # 0, then (z : y : 2) = (¥/z : y/z : 1). Such projective points are called finite
points in P%. If z = 0, we have (z : y : z) = (z : y : 0). These points are called the points at
infinity.

Consider the two-dimensional affine plane over K, defined by A% := K x K. Upon mapping
every point (z,y) € A% to (z :y: 1) € P%, we find that A% is identified with the finite points
in IP’%(.

Definition 3.2. Let K be a field. A line in P% is the collection of all points (z : y : 2) € P2
satisfying ax + by + ¢z = 0 for some a,b,c € K.

33
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Remark. Suppose that the triple (z,y, z) is a solution to az + by + cz = 0 for some a,b,c € K.
Then, for any A € K \ {0}, we will also have that the triple (Az, Ay, Az) will be a solution to
the equation. Hence, we are able to state that an entire equivalence class of these triples (a
projective point) can satisfy the equation.

Remark. One can show that if a triple (x,y, z) satisfies F(x,y, z) = 0 where F is a homogeneous
polynomial of degree n (meaning that F(Ax, Ay, Az) = A"F(z,y, z) for all A € K), then all triples
in the equivalence class (x : y : 2z) will satisfy the equation. Equivalently, polynomials that are
the sum of terms of the form ax'y’z* with a € K and i+ j + k = n are homogeneous. Using this,
we find that the equations from Definition 3.2 and Definition 3.4 (which comprise all the types
of projective equations used in this thesis) can be rewritten into the form F(z,y,z) = 0 where
F' is homogeneous. We will not go deeper into the subject of homogeneity, and instead refer the
reader to [38, Section 2.3], [39, Appendix A.2], [40, Section I.2], and [41, Lecture 1].

Definition 3.3. Let L be an algebraic extension (Definition 1.12) of K. A point (z:y: 2) € IP’%
is called L-rational if (z : y : z) € P]. Similarly, a point (z,y) € AZ is called L-rational if
(z,y) € AZ.

Let K be the field of rational numbers. We start by writing down all solutions to the
projective line (the line in ]P’é)
3r—y+2z=0.

We can see that {(u:3u+v:v) € P : u,v € Q} forms a set of all solutions. To get all
ﬁrzlite points on the line, we enter the case v # 0, which gives the points (% : 1+ 31—)“ 1) e
P5.

Q
We can also determine all finite points of the projective line using the substitution 2’ =
x/z,y =y/z, and 2’ = z/z = 1, which gives

32" —y +1=0.

Such that the Q-rational point (a,3a + 1) with a € Q arbitrary forms a parameterisation
of all solutions. Using the (bijective) map (z,y) — (z : y : 1), we can see that (a,3a + 1)
maps to (a : 3a 4+ 1 : 1). Thus, using this method, we find that all finite points on our
projective line are (a : 3a +1:1) € Pg.

By setting @ = u/v, we can see that both methods of enumerating the finite points on
the projective line give the same answer.

To conclude this section we provide some intuition about projective planes. The main idea
is to introduce points at infinity. In affine planes, one can find a unique line through any two
distinct points, and parallel lines do not intersect. However, in projective planes we can not only
state that there exists a unique line through two distinct points, but we can also state that any
two distinct lines intersect in exactly one point. In a projective plane, two lines that are parallel
to each other (with respect to the finite points), are defined to intersect at a point at infinity
determined by the direction of the lines. Informally, this means that we can write the projective
plane as follows.

P2 = A?%U {directions in AQ} .
The set of directions in A2 is the set of all the points at infinity.

3.2 Elliptic Curves

Definition 3.4. An elliptic curve in short Weierstrass form defined over a field K is the collection
of all points (X : Y : Z) € PZ that satisfy

Y?Z =X+ aXZ?+b2°, (3.1)
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for some a,b € K with 4a® + 27b% # 0.

If we substitute Z = 0 in equation (3.1) we get X* = 0, which has the triple root X = 0.
This gives us all points at infinity on the elliptic curve, namely (0 : 1 : 0) (which corresponds to
the direction of a vertical line).

Elliptic curves are often written in their affine form. Upon setting x = X/Z and y = Y/Z,
and substituting this into equation (3.1) we can define an elliptic curve over K as the collection
of points (z,y) € A% satisfying

V=23 4ar+b

plus the projective point at infinity Py := (0: 1: 0). Just as before, we have that a,b € K and
4a® + 27b% # 0 must hold.

Let E be the elliptic curve over Q defined by the affine equation
yP=a®—5r+2.

Since —5,2 € Q and 4 - (—5)% + 27 - 22 # 0 we know that F indeed is an elliptic curve.
Take the Q-rational point P = (2,0), we have that P € E as 02 = 23 —5-.2+2. The point
Q = (—2,2) € A} also satisfies Q € E. We also have that (~2,-2) € E. The Q-rational
point R = (%7 %) is also a point on the elliptic curve.

The Q(v/2)-rational points (0,v/2) and (0, —+/2) are points on the elliptic curve.

The point (1, v/2i) € Q lies on the elliptic curve. Note that v/2i is a root of the polynomial
2? + 2 € Q[x] and thus resides in the algebraic closure (Definition 1.12) of Q.

It turns out that we can find a group operator hidden in these elliptic curves.

3.2.1 The Group Law

Definition 3.5. Define an elliptic curve E over a field K and choose two points P and () on
the elliptic curve. By Bézout’s theorem [39, Theorem A.1] [41, Theorem 18.3] [42, Chapter 3],
the line through P and @ will intersect the elliptic curve in a third point (this specific statement
can be found in [38, Section 2.2]), denoted P * @) and called the composition of P and Q. See
Figure 3.1.

Remark. If the points P and @ are equal, then the line through them is taken to be the tangent
line of the elliptic curve at P. We say that the tangent line intersects the curve with multiplicity
2 at P. Points of inflection on the elliptic curve intersect the elliptic curve with multiplicity 3.

PxQ PxP

Figure 3.1: The composition of points on the elliptic curve y? = 23 — %at + 2 plotted over A%&.
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What about the point at infinity on the elliptic curve, i.e., Po = (0: 1:0), is our definition
of composition well-defined at this point? First, we look at P, * @ for any other point @ on the
elliptic curve. The vertical line coming down from P, crosses @ = (Qz, Qy) and (Qz, —Qy).
Second, a neat consequence of P, being a triple root in equation (3.1) is that Py * Poo = Poo-
Having discussed these special cases, we are assured that Definition 3.5 is indeed well-defined.

There is another nice property of composing points in this way. Namely, if F is defined over
Q, and P and @ are points in P%, then we have that PxQ € ]P’é [43]. So the composition of two
rational points is also rational.

Sadly however, the rational points on an elliptic curve under composition do not behave as a
group as composition is not associative to start with (see Figure 3.2). On the bright side, without
too much effort, we can define a group operation on the rational points on the elliptic curve.

Px(Q*R)

Figure 3.2: The composition of points three points P, @, and R on the elliptic curve y? =

x3 — gw + 2 plotted over A2 in two different ways.

Definition 3.6. Take an arbitrary point of the elliptic curve to be the identity element of the
group, denote it as @. We define the operation 4+ on two points P and @ on the elliptic curve
as P+Q=0x(PxQ).

Under this operation, the rational points on an elliptic curve form an abelian group. The
proof that this operation is associative can be found in [38, Section 2.4], computer-assisted proofs
using the explicit formulas (we derive these in Section 3.2.2) can be found in [44] and [45]. The
following famous theorem gives an important property of this group.

Theorem 3.7 (Mordell’s theorem, 1922). The set of rational points over an elliptic curve is a
finitely generated abelian group under the 4+ operator from Definition 3.6.

Proof. See [46]. O

For the set of rational points on an elliptic curve, being finitely generated means that there
exists a set of finitely many rational points on the elliptic curve, such that every other rational
point on the curve can be found by repetitively applying our + operation to these points (and
reflecting points across the z-axis).

We end this subsection by noting something about O, the identity element of our group. The
choice of O is entirely arbitrary, but in most cases it is chosen to be the point at infinity (0: 1 : 0).
This simplifies things greatly in terms of visualisation and understanding. Simply draw a line
through the two points you want to add, find the other point of intersection with the elliptic
curve and reflect it around the z-axis, and you are done. This choice also makes sense as it is
the only projective point that lies on every elliptic curve.

3.2.2 Explicit Formulas for the Group Law

Given an elliptic curve over K which, in its affine form, can be written down as

y? =2 + Az + B. (3.2)
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We would like to find explicit formulas to add two points P := (P, P,) and Q := (Q,, Q,) with
P., P,,Q.,Q, € K on this elliptic curve, instead of having to draw lines and finding intersection
points.

We take the identity O to be (0: 1 :0) for the remainder of this section (and even this thesis).
Also, for an arbitrary point R := (R, R,) on the elliptic curve we define —R := (R, —R,), the
point R reflected across the z-axis.

There are a couple of cases we can have, we list them below.

— P =0 and Q = O: We have already seen that O x O = O. Hence, we also have
O04+0=0x(0x0)=0x0=0.

— P # O and @ = O: The line through P and O is equal to the vertical line through P.
This line intersects P in —P = (P, —Fy), the point P reflected across the z-axis. Thus,
P %O = —P, therefore O+ P =0 (P+x0) =0 (—P) = P.

— P=0 and Q # O: Swap P and @ and apply the case P # O and @ = O.

- Q=—-P#0: Wefindthat P+ Q =P+ (—P) =0 (P*(—P)) =00 = . As the
line through P and —P will be the vertical line extending to infinity.

- P#£0,Q# 0O, and P # +Q: We need to find the slope of the lines through both P and
Q, this line will have a slope, A, of

_Qy—Py
)\_Qw_Pzzz

Note that we cannot have @, = P, as we assumed that P # £Q.
The derivation below these cases then finds the explicit coordinates of P + Q.

~ P =Q # O and P, # 0: We are trying to find P + P, which will be denoted as [2]P.
Note that if P, = 0, we enter the case () = —P # O. To do this we need to set up the
tangent to the elliptic curve at point P. Taking the derivative on both sides of the equation
y? = 2% + Az + B, yields 2ydy = (322 + A)dx. The tangent line of the elliptic curve at P

will thus have a slope, A, of
\ = dy| 3P2+ A
o dz|p, 2P,

Given A, the slope of the line through P and @ (which we define the tangent line at P if
P = (@), we would like to find the third intersection point of the line through P and @ with the
elliptic curve.

Define p = Py — AP, = @y — AQy, then the line through the points P and ) can be written
as: y = Az + p. Plugging this formula into equation (3.2) we get:

v = +p)? =2+ Ar + B.
We thus need to find the roots of
234+ Az + B — Ox+p)? =23 — Na? + (A -2 \p)z + (B — p?).

But, we already know two solutions, namely P, and @, since the line goes through these two
points. Define the z-coordinate of the third intersection point to be x3, we now state that

23 = N2 + (A 22 p)x + (B — p?) = (x — Pp)(x — Q,)(x — x3).
Writing the right-hand side out gives us

2% — (Pp + Qqu + x3)2° + (PoQq + Pras + Quaz)r — PoQuus.
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Combining both sides of the equation allows us to equate coefficients that belong to identical
degrees of z, giving us some direct formulas to calculate z3:

A_Q)‘,U'_PJJQ;C _MZ_B

23 =N —P, —Q, = (3.3)

Thus, P + @ can be written as (note the reflection around the x-axis)
P+Q=(\ =Py = Qs =2\ = P, — Qu) — ).

Now, remember that we said that elliptic curves defined over the rational numbers with
points P,Q € IP?@ on the elliptic curve will have P x Q € ]P)?@. In other words, the composition of
two rational points is also rational. This result is immediate from the explicit formulas that we
derived above.

We define an elliptic curve over Aé with the affine form

y? = a3 — 20+ 2. (3.4)

Plugging in % and —% into the equation of the elliptic curve will result in the two points

P (hfE-1w2) = (3%) aa @ = (4o B rarz) = (-4,)/F) on

the elliptic curve. A visualisation of this addition can be seen in Figure 3.3. Remember
that although the elliptic curve is defined over A2, all points of the elliptic curve reside

in PZ.
Q
We get line through P and @, in the form as y = Az + u, with coefficients
P, — 1 1 1 13 1 -1
)\_yiQy_i.?)—F\/?) j= P, — AP, 3 7.3+\/3.7:9 V13

“P-Q, 2 22 TV 2 22 2 8V2

The final addition can be written and simplified to

274+ 3v13 48 + 713
p+@:( VB 484 T/T

, ~ (2.36,—3.24).
16 16v/2 ) ( )

PxP

1
1
1
1
1
1 1
1 1
1 1
1 1
1 1

1 0 1 P 3 1 0 1 P 3

Figure 3.3: Various additions of two points on the elliptic curve from equation (3.4).
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As a different example we will add P = (g, \/3% -3+ 2) = (%, 1/ %) to itself, using

the same elliptic curve from equation (3.4). A visualisation of this addition can be seen
in Figure 3.3.

We compute the slope A of the tangent line at P and the parameter p such that the
tangent line at P can be written as y = Az + pu.

3P24+ A4 T 19 19 19 3 1 /19
A= 2 =4 =4/ = =P, — AP, =1/ — —/ = -2 =24/ =.
2P, J/10/2 g My Vs Vs 27 2V3%

The final z-coordinate of P+ P can be evaluated in numerous ways according to equation
(3.3). The y-coordinate can be calculated using A([2]P), + p, or by plugging the newly
found z-coordinate in equation (3.4) and taking the positive solution. All in all, we get
the relations

2 2
B 2 _Ww=B A-2\q—-PF; 5
(P+P), =(_2|P), =X\ —2P, = Pz = 2P, =-3

x

p=—EIPE —2(BIP), 2= - V38,

(P + P)y = ([2]P)y = A([2]P)

z+
5 9
P+P=[2P= _g,_ﬁx/ﬁ ~ (—0.625, —1.734).

3.3 Elliptic Curves over Finite Fields

For the remainder of this section, let ¢ be the power of some prime p, such that ¢ = p™ for some
positive integer m. Extending Definition 3.4, we find that an elliptic curve (in short Weierstrass
form) defined over the finite field F, will have coefficients in F,. We note that the formulas for
addition over an elliptic curve derived in Section 3.2.2 can also be evaluated over F,.

We define an elliptic curve over the finite field F; with the affine form
y?=a3 -2z +2.

Using brute force one can find some points on the elliptic curve. For example P = (1,1)
and @ = (4,3) are both on the elliptic curve. To add P and @) we evaluate (in Fr)

_P-Q, -2 2

A =—2=2=3  u=P —AP,=1-3=-2.

P -Q., -3 3
Therefore, \>— P, —Q, =3 —1—4=4and P+Q = (4, —4\—pu) = (4, -3-4+2) = (4,4).
Similarly, evaluating P + P gives A = % =4 and p = 1 —4 = —3. Therefore,
P+ P=(0,3).

In general, points of an elliptic curve E defined over a finite field F; are not necessarily
contained in the finite field, instead the points belong to F,, the algebraic closure of Fy, from
Definition 1.12.

Take the elliptic curve F : y? = 23 — 22 + 2 defined over the finite field Fy.
Let s be a root of the polynomial 22+6z+3 € Fr[z] and define Fr2 to be F7[z]/(22+6x+3)
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as in Theorem 1.7. The Frz-rational (but not Fr-rational) point P = (2,6s + 4) is on the
elliptic curve F as (65 +4)? =52 +6s+2=6=2%—2-2+4 2.

In this example, we have seen that the points of an elliptic curve over F, are not always
F,-rational. We denote the subset of points on E that are F,-rational by E(F,).

The security of many cryptosystems relies on the difficulty of the discrete logarithm problem
in a group (Z/pZ) for some large prime p. We state it as follows. Given a € (Z/pZ) and 8 € {«)
(that is, 8 can be generated by «), find any integer x such that o® = 3

Using our newfound addition of points on elliptic curves we can formulate the elliptic curve
discrete logarithm problem. The problem is that given a prime p, an elliptic curve E defined
over I, and the points P,Q € E(F,) (assuming that @ is a multiple of P), find an integer m so
that [m]P = Q. This problem is the basis for elliptic curve cryptography (ECC), an encryption
method that has existed for nearly four decades [36] [37].

Also, Lenstra Elliptic Curve factorisation [39, Section 4.4] [47], can factor positive integers
n. Let n denote a number that is not prime (checking primality is a relatively cheap operation
compared to factoring), the algorithm starts by finding an elliptic curve over Z/nZ and a point
P € E(Z/nZ). Now, it will continue to find multiples of the point P, until, using the addition
formulas from Section 3.2.2, we try to invert a residue class in Z/nZ that has no inverse (such
residue classes exist as n is not prime). We can then retrieve a factor of n using the residue class
that has no inverse in Z/nZ.



Chapter 4

Morphisms of Elliptic Curves

In order to understand the algorithm that drives CSIDH, we must first take a look at mappings
between two elliptic curves called morphisms.

In this chapter we will first look at a special type of morphism of elliptic curves called an
isogeny. Afterwards, we discuss isomorphism classes of elliptic curves. Intertwining the theory
from Chapter 2 allows us to examine the structure of the endomorphism ring of an elliptic curve.
It also allows us to define the action of ideal classes on isomorphism classes of elliptic curves, a
concept that gives rise to isogeny graphs, a helpful visualisation for isogeny-based cryptography.

The principles covered in this chapter are crucial to understanding CSIDH, linking all previ-
ously discussed theories to provide a thorough background on the algorithm introduced in the
next chapter.

Warning. Unless stated otherwise, all elliptic curves in this chapter will be defined over the
finite field IF, with p > 3 a prime number.

4.1 TIsogenies of Elliptic Curves

Defining an isogeny is typically done using algebraic geometry. However, we take a more implicit
route to avoid some of this theory. At each step, we try to provide proof that our definitions are
equivalent to the definitions using more sophisticated algebraic geometry. Typical definitions of
isogenies can be found in [48, Chapter 5, Section 9.6], [49], and [40, Chapters I, II, Section III.4].

Theorem 4.1. Two elliptic curves Ey and Eo over a finite field F), are isogenous over F, if and
only if #E1(Fp) = #E»(F)).
Proof. See [50], [48, Theorem 9.7.4] (only for sufficiency), or [40, Exercise 5.4]. O

Definition 4.2. Let E; and FE5 be elliptic curves of the form y? = 2% + ax? + bx + ¢ with
a,b,c € F,. If E; is isogenous to Es, i.e., #E1(F,) = #FE5(F,), then there exists a map
¢ . By — Es satisfying ¢(O) = O called a non-zero isogeny from E; to E5. Every isogeny is
either the zero isogeny, mapping each point P € F; to O € E5, or a non-zero isogeny between
isogenous elliptic curves’. Every non-zero isogeny is can be expressed as a rational map

¢('T7y) = (‘]]:Ega %y> ) (41)

where f,k,g,h € Fplz], ged(f, k) = 1, and ged(g,h) = 1 (Definition 1.11). A proof of this can
be found in [49, Lemma 4.26] and [48, Lemma 9.6.12]. The kernel of any isogeny ¢ : E; — E> is
denoted as ker(¢) and defined as ker(¢) = {P € E; : ¢(P) = O}.

TIn other literature this is said to be an isogeny defined over Fp,. Since all isogenies in this thesis will be
defined over Fj, we just call them isogenies.

41
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Theorem 4.3. Let Fy be isogenous to Es and let ¢ : Fy — E5 be a non-zero isogeny given by
equation (4.1). Then, any point (xo : yo : 1) € Ey is in the kernel of ¢ if and only if k(xo) =0

Proof. This follows directly from [49, Corollary 4.28]. O

Definition 4.4. The kernel polynomial of a non-zero isogeny is k(z) € Fp[z] from equation (4.1)
divided by its lead coefficient (in order for the kernel polynomial to become a monic polynomial).
We note that the kernel polynomial is uniquely determined [49, p. 9].

Let B, : y? = 23+ 322 +2x and E» : y? = 23+ 322 + 62 + 4 be elliptic curves defined over
the finite field F7. As #FE1(F;) = #E5(F7) = 8, we know that E; and E, are isogenous.
Therefore, there exists an isogeny ¢ : £1 — Es between them. In fact, such an isogeny is
given by the rational map

22+ 2 2%y -2y
o) = (T2 TS,

Take P = (4,1) € Ey, then ¢(P) = (1&,12) = (1,0) and indeed (1,0) € E,. If we
would have taken P = (0,0) € Ep, then ¢(P) = O € Es. In fact, one can show that
ker ¢ = {O, P}.

To show that the isogeny ¢ is not one-to-one note that both (3,2) € Ey and (3,5) € E
map to (6,0) € Es. Furthermore, no P € E;(F7) maps to (2,1) € E2(F7). However,
P = (6s+ 5,45+ 2) € Ey(F72), where both the 2 and the y coordinate of P are elements
of Frz := F7[s]/(s* + 6s + 3) satisfies

(65 +5)2+2 (6s+5)2
6s+5 ' (6s+5)2

¢(65+5,45+2)_< 2(45—1—2))

= (6s+5+2(4s +2), (1 —2(4s +2)*)(4s + 2))
=(2,(1 —2(4s+5))(4s + 2))
=(2,1)

by the long division from Section 1.2 and the relation (6s +5)~1 = 4s + 2.

4.2 Isomorphism Classes of Elliptic Curves

Definition 4.5. Let E; and E» be elliptic curves defined over F,. We say that £ and E, are
Fp-isomorphic if there exist isogenies ¢; : £y — E and ¢2 : E5 — E; such that for every point
P € E; we have that ¢2(¢1(P)) = P, i.e., ¢2 o ¢1 is the identity map. The isogenies ¢; and
@2 are then called Fj-isomorphisms. Define a relation = on arbitrary elliptic curves F; and
E,, such that By = E, if and only if Ey and E, are Fp-isomorphic (this notation will come
back later). Then this relation forms an equivalence relation. The equivalence classes are called

F,-isomorphism classes of elliptic curves.

Define the elliptic curve E; : y? = 22 4+ 22 + 1 over F; and the elliptic curve Fj : y? =
(x+1)3+2(x+1)+1 = 23 +322 +5x+4 over F;. These curves are isogenous, so that there
exists an isogeny between them. In fact, ¢1 : By — Fs given by ¢a(z,y) = (x + 1,y) and
¢2 : B9 — Eq given by ¢o(z,y) = (x — 1,y) are two isogenies. We can see that for every
point P € E; we have that ¢o(¢1(P)) = P, proving that E; and E, are F,-isomorphic,
so that F; and E, are in the same [Fp-isomorphism class.
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Besides FFj-isomorphisms, there also exist F,-isomorphisms. Before we state when two curves
are [Fp-ismorphic in Theorem 4.7, we first look at the j-invariant of an elliptic curve.

Definition 4.6. Let E : y? = 22 + az? + bx + ¢ be an elliptic curve with a, b, c € F,. We define
by = 4a, by = 2b, bg = 4c¢, and bg = i(bzbﬁ — bi). The j-invariant of the elliptic curve equals

- (b3 — 24by)3 .
 9bobybg — b3bs — 8b3 — 27b2

Ji(E) F

p-

Theorem 4.7. Two elliptic curves E1 and Ey are Fp-isomorphic (equivalently, there exists an

F,-isormorphism between them) if and only if their j-invariants are equal, that is j(Eq) = j(E3).

Proof. A proof of this theorem is listed in [40, ITI1.1.4(b)]. O

Theorem 4.8. An elliptic curve E' : y*> = 2% + A’z + B’ in short Weierstrass form is F,-
isomorphic to the elliptic curve E : y?> = x> + Ax + B if and only if there exists a u € F} such
that A’ = u*A and B’ = uSB. Moreover, two elliptic curves that are F,-isomorphic are also

F,,-isomorphic, the converse does not hold in general.

Proof. A proof of this theorem can be found in [51, Theorems 2.2.2-2.2.4]. O

Let By : y?> = 22 + 22 + 1 be an elliptic curve defined over F5. Similarly, let Es : y? =
23+ 32z +2 be an elliptic curve defined over F5. We have that j(FE;) = j(Ez) =4 (mod 5),
so that the exists an Fs-isomorphism between E; and Es from Theorem 4.7. However,
they are not isomorphic due to Theorem 4.8 as there does not exist a u € F§ such that
3 =2u* (mod 5) and 2 = u® (mod 5).

4.3 Montgomery Curves

A Montgomery curve is an elliptic curve over a finite field F,, with p > 3, of the form y* =
x3 + Ma? + z for some M € F,. Here, M is called the Montgomery coefficient of the elliptic
curve. In CSIDH [1] (which is discussed in Section 5.2) these curves are extensively used as they
make calculations easier. Moreover, CSIDH only works with IF)-isomorphism classes that contain
exactly one Montgomery curve [1, p. 5|; this allows them to denote an entire F,-isomorphism
class by the Montgomery coefficient of that Montgomery curve.

The curve E : y? = 2342z 41 defined over Fy; is isomorphic to the curve y2 = 23 + 2242
in Montgomery form with a Montgomery coefficient of 1. CSIDH thus denotes the Fy;-
isomorphism class containing F by 1.

An additional use of Montgomery curves for cryptography is that the z-coordinate of [k]P
for some k € Z~o and point P on the curve can be found significantly faster than for normal
elliptic curves [1, p. 26]. This fact is used extensively in CSIDH to speed up computations in
their encryption scheme.

4.4 The Endomorphism Ring

In the previous sections we talked about two elliptic curves being isogenous and isomorphic. In
this section we will talk about the mappings that map an elliptic curve to itself.
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Definition 4.9. Let E be an elliptic curve. An F,-endomorphism is an isogeny ¢ from E to
E. The set of all endomorphisms of the elliptic curves is called the IF,-endomorphism ring of E,
and is denoted as Endr, (E). Let ¢ and v denote F,-endomorphisms from £ to E. Then the -
endomorphism ring forms a ring under the addition operation (¢+)(P) = ¢(P)+¢(P) and the
multiplication operation (¢-1)(P) = ¢(1p(P)), where P is any point in E [40, Proposition 4.2(c)].

Remark. In this thesis we will only consider IF-endomorphisms, therefore, we will call them endo-
morphisms from now on. We will also define End(E) := Endg, () and call the F)-endomorphism
ring of E the endomorphism ring of E.

Let E; and Es be elliptic curves and let [m] : By — E5 with m € Z denote the multiplication-
by-m map sending each point P — [m]P, i.e., adding each point to itself a total of m times.
We certainly have that the multiplication-by-1 map sends Fj to itself, ie., [1] : By — Fj is
an endomorphism. Since [1] € End(F;), we can use the addition operation defined on the
endomorphism ring to see that ([1] + [1])(P) = [1]P + [1]P = [2]P for any point P € F;. Thus,
the multiplication-by-2 map, [2], is also an endomorphism. Likewise, one can show that every
multiplication-by-m map is an endomorphism.

Let E : 4> = 23 4+ 22 + 1 be an elliptic curve defined over F;. The isogeny ¢ : E — F
defined by

xt—x 28 —ad—1
3% 3726y 203 1 17

oz, y) = (

is an endomorphism mapping each point P to [2]P by the formulas from Section 3.2.2.

Definition 4.10. Let p > 3 be a prime and let E be an elliptic curve over F,. The pth power
Frobenius map 7 : E — E defined by the rational map (z,y) — (2P, yP) is an endomorphism.
Therefore, we call this map the pth power Frobenius endomorphism of E.

Let E be an elliptic curve over F,,. As we have 2P = z for all € F, (Theorem 5.3), all
points in E(F,) are fixed by the pth power Frobenius endomorphism. However, the pth power
Frobenius endomorphism permutes all points in E that are not in E(F),).

Theorem 4.11. Let E be an elliptic curve, and let G be a finite subgroup (i.e., a subgroup that is
a finite group) of the points on E stable under applying the pth power Frobenius endomorphism m,
i.e., for each P € G we have m(P) € G. There is a unique elliptic curve E" up to F,-isomorphism
and an isogeny ¢ : E — E' satisfying ker ¢ = G.

Proof. See Proposition I11.4.12 and Exercise 3.13(e) of [40]. Also, see [48, Theorem 9.6.19] or [1,
Lemma 6]. O

Remark. For a given curve E and subgroup G, Velu [52] found an algorithm that computes
explicit formulas for the curve E’ and the rational maps of the isogeny ¢ : E — FE'.

Remark. Note that the kernel of the pth power Frobenius endomorphism is {O}, a characteristic
that it shares with other (purely) inseparable isogenies. On the contrary, separable isogenies are
characterised by their kernel (not uniquely). In following sections we use Theorem 4.11 together
with Velu’s formulas [52] to convert a non-trivial kernel back into a separable isogeny. Although
the separable isogeny we retrieve is not unique, our point of interest, the codomain of the isogeny,
is unique up to Fp-isomorphism, which is all we need. Therefore, inseparable isogenies are not
very relevant to our use case and separability is not discussed formally in this thesis. For more
information regarding the subject the reader is referred to [40, Section II.2] or [48, Sections 9.6,
9.7]. The fact that the kernel of our isogenies is non-trivial, can be seen from [48, Corollary 9.7.3]
and [40, Corollaries II1.5.3-111.5.5].

Definition 4.12. The trace of the pth power Frobenius endomorphism 7 of an elliptic curve F
is the integer ¢ satisfying #E(F,) = p+ 1 —t. We often call ¢ the trace of Frobenius of E.
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Theorem 4.13. Let E be an elliptic curve over F,,. The pth power Frobenius endomorphism m
over E satisfies m* — [t]m + [p] = 0, that is, the composition of these functions is the zero isogeny.

Proof. See [40, Theorem V.2.3.1(b)]. O

Another way of stating this theorem is that for any point P in E(F,) (thus even the ones
defined over the algebraic closure of F,,) we know that m(7(P)) — [t|n(P) + [p]P = O as noted in
[53, p. 6].

Let E : y? = 23+3x+2 be an elliptic curve defined over F5 and let F52 := F5[s]/(s?+45+2).
Furthermore, we define the point P = (s +4, s+ 3) € E(Fs52).

For all points Q := (Q., Qy) € E(F5) we have 7(Q) = (@3, Q) = Q € E(Fs) by Fermat’s
little theorem (Theorem 5.3). However, for our point P = (s+4,s+3) € E(F52) we have
that w(P) = (4s,4s + 4) # P, and that 7(P) = (4s,4s+ 4) € E(F52). We apply 7 again
to give m2(P) := m(m(P)), essentially performing the map (z,y) — (2°°,4°"), to find that
72(P) = (s + 4,58 +3) = P. In fact, one can show that for any z € Fs2 we have that
2% = x, which implies that all points in E(Fs2) are fixed by applying 72.

Now, Theorem 4.13 states that 72 — [t]m +[5] = 0 must hold. For any point P € E(F52) we
already know that 72(P) = P. We will verify the equation for our point P := (s+4,5+3) €
E(Fs2) by checking whether w(w(P)) — [t]w(P) + [5]P = O holds. The trace of Frobenius
of E equals 1 as #E(F,) =5 =5+ 1 — 1. Therefore, the equation reduces to checking
whether P — 7(P) + [5]P = O. And indeed [5+ 1]P = (4s,4s+4) = w(P). We have thus
shown that Theorem 4.13 holds for our choice of P € E(F5).

Definition 4.14. An elliptic curve E defined over ), is called supersingular if and only if the
trace of Frobenius equals 0, otherwise it is called ordinary [54, Theorem 13.4]. Furthermore, the
trace of Frobenius is preserved under non-zero isogenies by Theorem 4.1. Therefore, supersingular
elliptic curves are never isogenous to ordinary elliptic curves.

The distinction between supersingular and ordinary elliptic curves is important as CSIDH
only uses supersingular elliptic curves in their encryption scheme.

The polynomial 22 — tz + p € Z[x] is called the Frobenius polynomial (remember that m
satisfies 72 — [t]m + [p] = 0). From Hasse’s theorem [55] we know that |¢| < 2,/p, and therefore
t2—4p < 0. Solving the Frobenius polynomial shows that its roots are imaginary numbers. Those
roots can thus eztend the rationals Q. Building on this, we define the number field K = Q(n),
where 7 is a root of the Frobenius polynomial. Previously we saw that every multiplication-by-
m map for m € Z is an endomorphism, likewise, the pth power Frobenius endomorphism 7 of
an elliptic curve is also an endomorphism. Thus, we know that the order Z[r] C End(E) for
arbitrary elliptic curves E over F,,. Using [54, Theorems 13.6-13.8], we find that ordinary elliptic
curves satisfy Z[r] C End(E) C Ok, implying that End(FE) is an order in the number field K.

4.5 Ideals Acting on Elliptic Curves

This section starts by introducing the concept of ideals acting on [F,-isomorphism classes of
elliptic curves; the properties and consequences of these definitions along with their proofs can
be found in Section 4.5.1. A visualisation of the action of ideals on F,-isomorphism classes of
elliptic curves can be found in Section 4.5.2, which introduces the concept of isogeny graphs.

Choose an elliptic curve E defined over some fixed finite field IF, for p > 3 prime. Calculate the
trace t of the pth power Frobenius endomorphism. Let m be a root of the Frobenius polynomial
22 — tz + p and define the imaginary quadratic number field K = Q(r).

Let A be a subring of End(F), that is, A C End(F). Then, any o € A represents an
endomorphism of the elliptic curve F, thus a: E — E. Using o we can map every point P € E
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to the point a(P) € E. In particular, if some o € A can be written in the form a+ b for a,b € Z,
that is, @ = a + brr € Z[r], this sends P to the point a(P) = (a + b7)(P) = [a]P + [b]7(P).

Definition 4.15. Let a be a non-zero ideal of Z[r]. We define aE to be the F,-isomorphism
class of elliptic curves determined by the codomain of an isogeny ¢ : E — aF satisfying

kerg ={P € E:a(P)=0 for all « € a}.

The existence of such an isogeny where the codomain is unique up to IFp-isomorphism is guaran-
teed by Theorem 4.17. Note that ¢ maps precisely the points P to the point at infinity which
all elements of the ideal a map to the point at infinity. In fact, we only need to verify that the
generators of a map P to the point at infinity (as the endomorphism ring is a ring).

As we will see in Lemma 4.20, all ideals in the same ideal class (assuming that Z[r] = Ok)
give the same [Fp-isomorphism class. Therefore, instead of speaking of the action of an ideal a
on an F,-isomorphism class, we often speak of the action of an ideal class on IFp-isomorphism
classes of elliptic curves, denoting aF as [a]E.

Let E be the elliptic curve E : y?> = 2® + 2+ 6 over F;. Then #E(F;) =11 =7+1—(-3),
implying that ¢ = —3. Our Frobenius polynomial becomes 2% + 3z + 7 = 0.

Take K = Q(n) where 7 is the root of 22 +3x+7. The ideal (3) is inert in K as 2% +32+7
is irreducible in Fs[z].

We want to apply the ideal a = (3) to the elliptic curve E to get aE. To do this we aspire
to find the set ker¢p = {P € E : [3]P = O} as 3 € a generates the ideal a. The isogeny ¢
can be found by evaluating:

1 | sage: E = EllipticCurve(GF(7), [1, 61)
2 | sage: E.isogeny(E.scalar_multiplication(3).kernel_polynomial())

It turns out that the codomain of this isogeny is the elliptic curve aFE : y? = 2 + 42 + 6.
Note that the elliptic curve aFE is isomorphic to the elliptic curve E due to Theorem 4.8
with u = 3. Since Ok is a principal ideal domain (where only one ideal class exists) and
Z[r] = Ok we can see from Lemma 4.20 that for all ideals a of Z[r], the curve E will be
F,-isomorphic to aE as the ideal classes [(1)] and [a] are identical.

Define E : y?> = 2% 4+ = + 3 over F7, the Frobenius polynomial is 22 — 22 +7 = 0. Let 7
be a root of x? + 2z + 7 (and denote the pth power Frobenius endomorphism) and define
the order Z[n] of Q(7). We have that (2) factors in Z[r] as (2) = (2,7 — 1)? = p2. This
example aims to find an elliptic curve E’ in the same F,-isomorphism class as poE. To
this end, we will compute the intersection of the two sets Sy := {P € E : [2]P = O}
and S;_1 = {P € E : n(P) — P = O} as for the isogeny ¢ : E — paF we have that
ker¢p = So N Sr_1.
First, we compute S;_1, for any P € E we see that m(P) — P = O is equivalent to
m(P) = P. Since P must be fixed by applying m, we see that S,_1 = E(F,). Therefore,
ker¢p = {P € E(F,) : [2]P = O}. All points in ker ¢ are thus F,-rational and roots of
the kernel polynomial of the multiplication-by-2 map (Theorem 4.3). Using the following
code, we find that the kernel polynomial factors (into irreducible polynomials) as (x +
2)(z% + 5z +5).

1 | sage: E = EllipticCurve(GF(7), [1, 31)

2 | sage: E.scalar_multiplication(2).kernel_polynomial().factor()

Since z + 2 € Fy[z] is the only factor of degree 1 (and therefore the only one providing a
root in F),) we get that the kernel polynomial of ¢ is  +2. And hence poF, the codomain
of ¢, can be found by the following code:
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1 | sage: E = EllipticCurve(GF(7), [1, 31)
2 | sage: E.isogeny(x+2)

Which returns that E' & poF : y? = 2% + 62 + 3. The curve E’ = poF is not isomorphic
to E as po is a non-principal ideal.

4.5.1 Properties of Ideals Acting on Elliptic Curves

This subsection provides proofs for the action of ideals on elliptic curves. The goal is to shed
light on some properties of this action so that the reader (especially one well versed in group
actions) can acquire a better understanding of what is possible with these actions. Furthermore,
this subsection provides a rigorous foundation which is used to define the CSIDH encryption
scheme more abstractly in the next chapter.

In the remainder of this subsection we let E denote an elliptic curve defined over a finite field
F,, for some fixed prime p > 3. Also, we let m denote the pth power Frobenius endomorphism of
E as well as the root of the Frobenius polynomial 22 — tx + p and define the number field Q(7)
with the order Z[n].

Lemma 4.16. Let E and E' denote elliptic curves over F,. Let ¢ : E — E’ be an isogeny
sending E to E'. Let m denote the pth power Frobenius endomorphism of E. Similarly, let ©’
denote the pth power Frobenius endomorphism of E'. Then we have pom = 7 o ¢.

Proof. First, if ¢ is the zero isogeny, this equation holds trivially. Otherwise, by Definition 4.2,
¢ can be expressed as a rational map

Pz, y) = (ig; fLEgy) ;

with f,k,g,h € Fp[z].
By the Freshman’s dream [56, Example 9.42], we have that f(zP) = f(z)? for any polynomial
f € Fplz], now, ¢ o is given by the rational map

o) = (sgay i) = (it i)

which equals the rational map of 7’ o ¢. O

Theorem 4.17. There is a unique elliptic curve E' up to F,-isomorphism and an isogeny
¢ : E — E' satisfying kerp = {P € E : a(P) = O for all & € a} for any non-zero ideal a of
Z[x].

Proof. We need to show that the kernel of the isogeny ¢ as defined in Definition 4.15 satisfies
all conditions of G in Theorem 4.11. Let G denote the kernel of ¢, we must thus show that G is
a finite (follows from the fact that a is non-zero) subgroup of the points on E such that for all
P € G we have that 7(P) € G, where m denotes the pth power Frobenius endomorphism.

First off, let v denote an arbitrary element of a non-zero ideal a of Z[n]. Now, G is naturally
a subset of the points on E. Furthermore, G is a subgroup of E, since if P € G and Q € G,
then a(P) = a(Q) = O = a(P) + a(Q) = a(P + Q), such that P + Q € G, showing that the
+-operation of E restricts to G (Definition 0.2). Next, for all P € G we have that a(P) = O,
such that O = a(P) = n(a(P)) = a(n(P)), giving that 7(P) € G. O

For any elliptic curve E’ isogenous to E, we have that #E'(F,) = #E(F,) by Theorem 4.1.
Therefore, the Frobenius polynomial of E will equal the Frobenius polynomial of E’. Hence, we
can not only identify the order Z[r] as a subring of End(FE) (where 7 denotes the pth power
Frobenius endomorphism of E), but also as a subring of End(E’) (this time 7 denotes the pth
power Frobenius endomorphism of E’).
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Theorem 4.18. Let a,b C Z[n] be non-zero ideals. Using the notation from Definition 4.15 we
have that (a-b)E, a(bE), and b(aE), all belong to the same F,-isomorphism class. That is, we
can define a left group action where the group of ideals acts on a set of Fp-isomorphism classes
of elliptic curves over IFp.

Proof. For any elliptic curve E’ isogenous to E, and any non-zero ideal ¢ of Z[r], after identifying
7 with the pth power Frobenius endomorphism of E’, we get an elliptic curve ¢E’ and an isogeny
¢ : E' — ¢E’ associated with ¢. Also, let the symbol V denote “for all”, we have

ker(¢a © o) = {P € E : ¢a(¢6(P)) = O}
={PeFE:(axodpp)(P)=0,Ya € a}
={PeFE:(ppoa)(P)=0,Vac€a}
={P € E: a(P) € ker(¢p),Va € a}
={PeFE:pB(a(P))=0,Va€aVjecb}
={PeFE:(a-B)(P)=0Va€aVj3ecb}
={PeFE:v(P)=0,¥ye€(a-b)}
= ker(da.p).

Therefore, first applying ¢y : E — bE and then ¢, : bE — a(bE) is the same as applying
¢ab : E — (a-b)E. For the trivial ideal (1) we know that (1)E = F as it sends all points P € E
to themselves. Since a-b = b - a, the theorem follows. O

Lemma 4.19. Let a C Z[n]| be a non-zero principal ideal. We have E = aF.

Proof. Let « denote the generator of the principal ideal a, ie., a = (). Let ¢ : E — aF be
the isogeny with kernel {P € E : B(P) = O for all 8 € a}. This kernel is identical to the set
{P € E: a(P) = O}. The endomorphism « has the same kernel as the isogeny ¢, proving that
the codomain of ¢ is Fp-isomorphic to E. O

Lemma 4.20. Let a,b C Z[n] be non-zero ideals. If [a] = [b], that is, a and b belong to the same
ideal class, we have aF = bE.

Proof. Assume that there are non-zero a, § € Z[r| such that («)a = (8)b. For arbitrary elliptic
curves E we then have that ((«)a)E = ((8)b)E. From Theorem 4.18 we deduce that (a)(aFE) &
(8)(6E) must hold. Now Lemma 4.19 gives that aE = bE.

It rests us to prove our original assumption. First assume that it is false, thus, for any non-
zero a, § € Z[r] we never have (a)a = (8)b. In that case [(«)a] # [(8)b], which would imply that
[(@)] + [a] # [(B)] + [b] and consequently [a] # [b], which is a contradiction. O

Theorem 4.21. The action of the group of ideal classes Cl(Z[r]) on a set of Fp-isomorphism
classes of elliptic curves over Fy, is a group action. Therefore, principal ideals a of Z[r] satisfy
[a]E = E, and we have that [a - b]E = [a]([b]E) = [b]([a]E) holds for arbitrary non-zero ideals
a,b of Zr].

Proof. From Lemma 4.19 we already know that the identity element of Cl(Z[r]), the set of
principal ideals, acts on E in a similar fashion as the ideal (1) does, namely trivially. From
Theorem 4.18 and Lemma 4.20 we deduce that [a - b]E = [a]([b]E) = [b]([a]E). Therefore,
Cl(Z[~]) indeed defines a group action on a set of isomorphism classes of elliptic curves defined
over Iy, O

Remember that for supersingular elliptic curves over F,, (which we defined in Definition 4.14)
the trace of Frobenius equals 0 (as long as p > 3 is prime). Therefore, the Frobenius polynomial
of such an elliptic curve is of the form 22 + p € Z[z] and Z[r] = Z[\/=p).

In the special case of IFp-isomorphism classes of supersingular elliptic curves defined over I,
with p = 1 (mod 4), Theorem 4.21 translates to a free and transitive [57, Definitions 3.6, 3.8]
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group action. That is, for two supersingular elliptic curves F1, E5 there exists an ideal a such
that [a]Fy & Es, which implies transitivity, and if [a]F; = E; then the ideal class [a] must be
trivial, which implies that the action must be free. In other words, the action of C1(Q(y/=p)) on
the set of isomorphism classes of all supersingular curves defined over F), is free and transitive.
This fact, along with its proof, can be found in [1, Theorem 7].

4.5.2 Isogeny Graphs

Isogeny graphs help with visualising the effect of applying ideals to elliptic curves. In this
subsection we will briefly look at an example of an isogeny graph and describe what it signifies.

For this example, we will look at elliptic curves defined over F59. For any A € Fsg, let the
curve E4 denote the elliptic curve with Montgomery coefficient A, i.e., B4 : y? = 2® + Az? + 2.
We will look at the isogeny graph that results from applying the ideals over 3 and 5 repetitively
to the starting curve Ey : y? = 22 + z, see Figure 4.1.
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Figure 4.1: Isogeny graphs with starting curve defined by Ey : 4> = 2® + = over Fs9. Nodes

in the isogeny graph represent Fsg-isomorphism classes of supersingular elliptic curves, denoted

by the unique Montgomery curve contained in the class. Edges in the graph represent isogenies

defined by the actions of the ideals over {3,5}. The figure on the left-hand side gives a complete

overview of the mappings that some ideals perform. The figure on the right-hand side is a
simplified version, merging directional edges of each ideal with its conjugate.

Note that the Frobenius polynomial of Ey, which is supersingular, equals 2 4+ 59. Therefore,
we define K = Q(v/—59). Let o = v/—59, and define the order R = Z[a] of K. Then, (3) factors
in Ras (3,a—1)(3,a+ 1) =psq3 and (5) = (5, — 1)(5,a + 1) = p5qs.

Remark. After applying an ideal to an elliptic curve E defined over F,, the Frobenius polynomial
does not change. This is due to the fact that applying an ideal corresponds to an isogeny and
Theorem 4.1 states that the resulting curve E’ satisfies #E(F,) = #E'(F,), which gives the
same trace of Frobenius.

As an example, applying the ideal p3 to Eq gives a curve isomorphic to Eag, i.e., [p3]Ey = Eag.
Applying p3 to Fag gives F31, and so on until we get back to the original curve Ey. A more
detailed view is given in Figure 4.1.



Chapter 5

Encryption Schemes

In today’s world, secure communication has become paramount, with privacy concerns escalating.
This chapter starts by delving into the concept of key exchange (in particular Diffie-Hellman Key
Exchange) and how it enables two parties to establish a shared secret. Building on this foundation,
we set the stage for understanding the intricacies of the CSIDH algorithm, the culmination of
this thesis. Elaborating on this algorithm, we present a variant of CSIDH in Section 5.3, aimed
at sparking further exploration and research in this area of cryptography.

5.1 Diffie-Hellman Key Exchange

Suppose Alice and Bob, two people living on different sides of the Earth, want to share sensitive
information with each other. Ideally, they wish to send each other messages containing this
information securely. However, Eve can intercept and read the contents of that message. This
is something that Alice and Bob want to avoid. The Diffie-Hellman key exchange describes how,
even if all messages get intercepted, only Alice and Bob are able to read its contents.

First of all, Alice and Bob need to agree on the algorithm they are going to use, an example of
applying such an algorithm is listed below. Once they have done this, they can agree on initialisers
of the algorithm called the public parameters of the key exchange. Alice then computes a private
key that she keeps to herself, which Bob does as well. Combining public parameters and private
key, the algorithm provides a public key that Alice sends (via public communication channels)
to Bob. Bob also uses his private key and the algorithm to send a public key to Alice. Alice
receives Bob’s public key and Bob receives Alice’s public key. The second stage of the algorithm
now uses this public key in combination with their own private key to get to a shared secret.
Shared secrets are useful, since only Alice and Bob know this secret, even if all messages get
intercepted. Alice and Bob can use this shared secret to encrypt their sensitive data, which, as
long as the shared secret stays a secret to interceptors, can only be read by Alice and Bob.

Suppose Alice and Bob want to exchange sensitive information with each other. To this
end, they want to establish a shared secret. See Figure 5.1.

Alice and Bob create a public channel on which they can send messages. On it, they
agree to use the Finite Field Diffie-Hellman algorithm to reach a shared secret. To set
up their system they agree that they will use the modulus p = 81233 and the base
g = (3 mod p) € F, (nowadays, p is typically chosen to be around 232%° [58]).

Now Alice creates a random private key, which must be an integer < 81233 according to
the algorithm. She chooses a = 75629. Likewise Bob generates the private key b = 26921.
Following the algorithm they compute their public using their private key, Alice computes
A := g% = (21836 mod p). Bob computes B := ¢g* = (63093 mod p).

50
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Suppose Alice wants to establish a shared secret with Bob,
to do this she initiates the Diffie-Hellman Key Exchange.

Alice Bob

“I’ll use the Finite Field bli y
Diffie-Hellman scheme with PUbRe paramerers >
p = 81233 and ¢g = (3 mod p).”
I

Randomly generates a private key Randomly generates a private key
a = 75629 b = 26921
I I
Computes her public key Computes his public key
A = g* = (21836 mod p) B := g* = (63093 mod p)
“A = (21836 mod p)” | >J

public keys

|2

< { “B = (63093 mod p)”
Computes the shared secret Computes the shared secret
S := B* = (55014 mod p) S := A’ = (55014 mod p)

Alice uses the shared secret S = (55014 mod p) to encrypt the message she wants to send
(e.g., using AES). Afterwards, she sends the encrypted message to Bob. As he also computes
S = (55014 mod p), he can decrypt the message.

Figure 5.1: An overview of the Diffie-Hellman Key Exchange from the example. Here, an arrow
represents sending data across a (public) channel.

At this point, Eve, who intercepted all their messages, only knows which algorithm Alice
and Bob use, together with initialisers p = 81233 and ¢g = (3 mod p).

Bob now sends his result B to Alice and Alice sends A to Bob.

Eve is happy, she intercepts the message and knows that A = (21836 mod p) and B =
(63093 mod p). However, she remains oblivious to the values of a and b which are presumed
to be difficult to figure out (if p were a much larger prime) by herself.

According to the algorithm Alice now computes S, := B® = (55014 mod p). Bob com-
putes S := A® = (55014 mod p). We know that S, = S, holds as (g¢)* = (¢*)® for a and
b integers and g € F,,. Thus, Alice and Bob have a shared secret S = (55014 mod p).
Eve knows that A = (21836 mod p) and that B = (63093 mod p), but if p were a much
larger prime it would be difficult to find the shared secret S without the private keys a
or b.

Now, Alice can use the shared secret S = (55014 mod p) and a different encryption scheme
like poly-alphabetic substitution or AES encryption to encrypt her message. She can then
send the encrypted message to Bob. He can then decrypt the message by using the shared
secret.

To develop a new encryption scheme for the Diffie-Hellman key exchange protocol one must
first specify how to generate its public parameters and private keys. The first algorithm of the
encryption scheme is then applied to the public parameters and private keys to compute the
public keys. The computed public key is then exchanged with the other person. Upon receiving
the key, the person uses it as an input for the second stage of the algorithm which finds a shared
secret. If a shared secret is obtained the encryption scheme is finalised.

Depending on the strength of the encryption the shared secret is difficult or extremely difficult
for an eavesdropper/interceptor Eve to figure out. The strength of certain encryption schemes
is not discussed further in this thesis.
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5.2 CSIDH

This section describes CSIDH [1] and their encryption scheme. In Table 5.1 a small example of
the encryption scheme is worked out.

Initialisation. To start, a prime of the form p = 44y - ¢5 - - - £,, — 1 is needed where /¢; are
small distinct odd primes and n € Z>;. CSIDH used a 512-bit prime p [1, Section 8.1],
i.e., a prime p satisfying 2°!! < p < 2512, This prime is a public parameter of the
encryption scheme. We also define the starting curve to be the (supersingular) elliptic
curve Ey : y? = 2% + z over F,, and define the order R = Z[r] of Q(r) obtained by
adjoining a root 7 of 22 + p to Q.

Private Key Generation. The private key is an n-tuple (ey,...,e,) of integers repre-
senting exponents, each sampled randomly from a range {—m,...,m} where 2m + 1 >
Y/ #CUR).

Asz?+p=22—1=(z—1)(z+1) in Fy,[z] we get that (¢;) factors in R as [;I; where
l;:= (l;,7 —1) and [; := (¢;, 7+ 1).

Using the n-tuple we define the ideal class [a] = [I5* - - - [¢2] € CI(R), where [([;'] := [l;].
Now, Alice generates a private key and applies [a] to the starting curve Ey and finds
an [F,-isomorphism class containing the Montgomery curve (Section 4.3) equal to B4 =
[a]Eo : y* = 23 + Az? + for some A € F,,. Bob does the same by generating a private key
and applying its respective ideal class to the starting curve, obtaining a different curve
FEp. At this point Alice and Bob send their values of A and B to each other over a public

channel.
Computing the Shared Secret. Now Alice computes Es, := [a]Ep and Bob computes
Eg, := [b]E4. Applying ideal classes is commutative (as can be seen in Figure 4.1 and

from Theorem 4.18 or Theorem 4.21). Thus, we in fact have Eg := Fg, = Fg,. Hence,
Alice and Bob share a secret S determined by the elliptic curve Eg = [a][b] Ey = [b][a] E) :
y? =3+ S2% + x.

Some Possible Actions [a]

0 [ [l [ [ [ ][ || | Kl [%] (5]
B 1 L 3 3 1Y A R O R €]
(2] | (5] | [1sls] | [Bhs] | (B3] | [1313] | [shs] | [1B1s] | [1312]

Alice’s Resulting Montgomery Coefficient A
0 [ 29 [ 31 [ 53] 11 [48 ] 6 [ 28] 30
0 0 29 31 53 11 48 6 28 30
29 || 29 31 53 11 48 6 28 30 0
31 31 53 11 48 6 28 30 0 29
531 53 11 48 6 28 30 0 29 31
11| 11 48 6 28 30 0 29 31 53
48 || 48 6 28 30 0 29 31 53 11
6 6 28 30 0 29 31 53 11 48
28| 28 30 0 29 31 53 11 48 6
301 30 0 29 31 53 11 48 6 28

Bob’s Coefficient B

Table 5.1: Table of shared secrets with p =59 =4-3-5— 1. One can use Figure 4.1 to verify
this table.
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Let £ through ¢1; denote the first 11 odd primes (thus the primes from 3 to 37). Then
p:=—1+4 Hlli1 0; = 14841476269619. Define the starting curve Ey : y? = 2° +z over F,,.
We know that the Frobenius polynomial of Ey equals 72 + p, thus we define K = Q(\/—p)
and the order R = Z[/—p].

Evaluating®

sage: p = 4*3*5*7*11x13%17*19%23%29%31%37-1

sage: EO = EllipticCurve(GF(p), [1, 0])

sage: K.<pi> = NumberField(EO.frobenius_polynomial())
sage: K.order(pi).class_number ()

gives that #Cl(R) = 7617567. Hence, the isogeny graph that we are working on will have
at most 7617567 nodes by Theorem 4.21 (in fact, it has exactly that many nodes).
Moving on with the encryption scheme, we must thus choose a positive integer m such
that 2m + 1 > /7617567 ~ 4.223, we take m = 2.

Now, Alice generates a private key by choosing n = 11 random integers in the range
{-2,-1,0,1,2}. Let us say that she generates the tuple (1,0,0,0,—2,2,0,0,—-2,1,0).
She now has to compute [a]Ey = [I* - - - [{1*] Ey. Note that in this case

a=0 T B0 lo=@7—1)- 13,7+ 1)2 17,7 —1)%- (29,7 +1)%- (31,7 — 1).

As an example, we will calculate [[1]Ey = [(3, 7 — 1)] Ep.

From Section 4.5 we know that the action of the ideal [; = (3,7 — 1) is determined by an
isogeny ¢ : E — [ E satisfying ker¢p = {P € E: 8]P=0}N{P € E:n(P)— P = O}.
Now, if 7(P) — P = O, then we will have that 7(P) = P, and we know that 7 only fixes
the points E(F,) on the elliptic curve. Hence, ker¢ = E(F,) N{P € E : 3|P = O}. All
the points in {P € E : [3]P = O} will have to have an z-coordinate that is a root of
xt 4 222 + 9894317513079 € F,[z] which we get from evaluating

sage: EO.scalar_multiplication(3).kernel_polynomial()

in the same cell as before (we note that this particular computation is relatively slow,
for a faster approach see the code in Appendix A). This polynomial factors (into monic
irreducible polynomials) as (x +5672940366292) (z +9168535903327) (22 +6967967836332)
which we get from evaluating:

sage: x = polygen(GF(p))
sage: (x74 + 2%x72 + 9894317513079) .factor()

Since we are only looking for points in E(F,) that are a root of this polynomial, we thus
find that the z-coordinate of any point in ker ¢ can only be (—5672940366292 mod p) or
(—9168535903327 mod p). We note that for every point in E(F,), the y-coordinate also
has to be in F,. We have that y? = 23 +z, so that we can determine whether our possible
z-coordinates result in y-coordinates in F,. Using SageMath [2], we verify whether 2% + z
is a square in F,, for each possible choice of .

sage: GF(p) ((-5672940366292)"3 + (-5672940366292)) .is_square ()
sage: GF(p) ((-9168535903327)"3 + (-9168535903327)) .is_square()

We get False and True, respectively. Therefore, the isogeny ¢ is given by the kernel
polynomial x + 9168535903327.

sage: EO.isogeny(x + 9168535903327)
which has codomain E’ = [1]E : y* = 2% + 13583108954376x + 8730919815582. The F,-

isomorphism class can be represented by a Montgomery curve, which we compute using
the following code.
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1 | sage: EllipticCurve(GF(p), [13583108954376, 8730919815582]) .montgomery_model()

We find the Montgomery curve Ey : y? = 2% + 3475446217924x2 + .

Now that we have seen the action of [l;] in more detail, we use the computer code from Ap-
pendix A to evaluate [a]E = [[;[21213[19] E and put the resulting curve in Montgomery form
to get [a]E : y? = 23 4 1397392305836522 + z. Thus, Alice will send A = 13973923058365
as her public key to Bob. If everything goes well, then with an example using large enough
primes (see remark below), no one can figure out that precisely the ideal class [a] was
applied to the starting curve to get this public key.

Bob also generates a private key and finds the Montgomery curve [Bl3251;2]E = Ej :
y? = 2% + 2115215140719z + 2. And thus send his public key B = 2115215140719 to
Alice.

Alice receives Bob’s public key B = 2115215140719 and computes [a|Ep : y? = 23 +
125465457274002% + =, similarly, Bob computes [b]E 4 : y? = 22 4 1254654572740022% + .
That is, Alice and Bob compute the shared secret S = 12546545727400.

*Only a single SageMath shell should be opened as some commands we present rely on earlier defini-
tions.

Remark. Note that if Eve tries all shared secrets, i.e., she tries S =0, 5=1,5=2,..., 5 =p,
she will eventually find S = 12546545727400 and crack the encryption of Alice and Bob. CSIDH
recommends using at least a 512-bit prime p. To put things in perspective, in [1, Section 8.1]
they used

p = 5326738796327623094747867617954605554069371494832722337612 .
4466420540095600265765376268921130263812536246269416439494 .
44792662881241621373288942880288065659.

If Eve wants to check all shared secrets up to this prime p, using all existing computers of the
entire world, each of which could check a single shared secret per a nanosecond, then it would
still take her longer than the age of the universe.

5.3 Variant of CSIDH

In this final section we present another encryption scheme based on CSIDH. We did not find
any mentions of this encryption scheme, and therefore included it in this thesis. In this section
you can find proofs of various theorems regarding this variant of CSIDH. In the final subsection
of this chapter, we provide a method to break this encryption scheme, given an oracle that can
solve CSIDH.

Instead of denoting the isomorphism classes by their Montgomery representative we remove
this restriction entirely by considering two Fj-isomorphic elliptic curves as distinct. As a conse-
quence, we do not let ideal classes act on isomorphism classes of elliptic curves, but let the ideals
themselves act on elliptic curves without reducing them in their isomorphism class.

In this encryption scheme we denote elliptic curves (which we define over F, with p > 3
prime) in short Weierstrass form as Ea p : y?> = 2® + Az + B. Therefore, an elliptic curve
By g y? = 23 + A’z + B’ is only considered to be equal to E4 p if and only if A’ = A and
B’ = B.

Initialisation. Find a prime of the form p = 44, - {5 - - - £,, — 1 with ¢; distinct odd primes
and n > 1. Define the starting curve to be Fy g : y? = z3 + x over IF, and define the order
Z[r] of Q(n), where 7 is a root of 2% + p.
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Private Key Generation. The private key is a 2n-tuple (eq, ..., ea,) of integers repre-
senting exponents, each sampled randomly from a range’ {0, ..., m} with m € Zxo. Now,
using the 2n-tuple we define the ideal (and not the ideal class!) a = I{*52 ... [" ' [52"
where [; := (¢;,7 — 1) and [; := ({;, 7 + 1) are ideals of Z[r].

Now, Alice generates a private key and applies a to the starting curve E; o to obtain the
elliptic curve E4, 4, = aF : y?2 = 23 + A1z + Ay with Ay, Ay € F,. Bob does the
same by generating a private key and applying its respective action to the starting curve,
obtaining a different elliptic curve Ep, p,. At this point Alice and Bob send their values
of A1, As and B, By to each other over a public channel.

Computing the Shared Secret. Now Alice computes Eg, := aFEp, p, and Bob com-
putes Eg, :=bEy4, 4,. We assume that both Alice and Bob use the same implementation
to compute isogenies, which preserves commutativity, so that a(bE) = b(aE) holds in-
stead of only a(bE) = b(aF) as we have shown in Theorem 4.18. If this holds, we have
FEs, s, == Es, = Eg,. Thus, Alice and Bob will share a secret S = (S, S2) determined
by the curve E517S2 = abELO = baELo : y2 = 5 + S1x + Ss.

TThe bound on m is not discussed here.

Remark. The question is whether the used implementation for computing isogenies preserves
commutativity. The implementation in Appendix A, using the “Kohel” algorithm from SageMath
to compute isogenies from monic kernel polynomials seems to preserve commutativity, however,
this fact is not proven. Proving it would require a more careful analysis of the Kohel formulae
[59, Section 2.4].

In short, the CSIDH algorithm represented nodes in the isogeny graph by a Montgomery
representative of the [F-isomorphism class, from which commutativity of applying ideal classes
followed. In this variant, the nodes are not taken up to isomorphism but the operation is still
(or at least seems to be) commutative as we have fixed the algorithm to compute the codomain
of applying some ideal.

From Theorem 4.21 we can deduce that applying an ideal class of an ideal over some prime
p and then its conjugate results in a scalar multiplication as [a]([a]E) = [(p)|E = E. However,
applying the scalar multiplication a = (3) within this encryption scheme will give you an elliptic
curve that is still isomorphic to E, but is considered to be different from E. The resulting curve
can be computed using;:

sage: from sage.schemes.elliptic_curves.ell_curve_isogeny import compute_codomain_kohel
sage: compute_codomain_kohel(E, E.scalar_multiplication(3).kernel_polynomial())

or can be evaluated using Theorem 5.6.

We evaluate the same example as in Section 5.2 with our new encryption scheme. If the
reader wants to try to do this computation for themselves they would need to remove all
4 occurrences of .montgomery_model () in Appendix A before running the code.

We again take p = 14841476269619 and let E1o : y*> = 2° 4+ z be our starting curve
defined over Fi4841476269619-

Alice applies a = [; - 2 - 12 -2 - [19 to E1 to find Ea, a, : y* = 2% + 7807459824573z +
7370375928529. Bob applies b = [2 - I3 - [g N P [g to By to find Ep, B, : y?2 =23 +
6302721679322x + 10110512071156. Alice and Bob exchange their public keys (A, Ag) =
(17807459824573, 7370375928529) and (B, B2) = (6302721679322,10110512071156).
Upon receiving Bob’s public keys Alice applies a to Ep, p, to get Es, g, : y? = 2% +
12542399067944x + 2321986802072. Similarly Bob applies b to E4, 4, to get the same
elliptic curve Eg, s, : y* = 2® + 12542399067944x + 2321986802072. Thus, both Alice
and Bob compute the shared secret (S7,52) = (12542399067944, 2321986802072).
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In this new encryption scheme isogeny graphs have a lot more nodes compared to CSIDH.
Assuming that p = 11 (mod 12), Theorem 5.5 gives us that there are at most % times as
many nodes in our isogeny graph compared to CSIDH as there are % elliptic curves in each
Fp-isomorphism class. A lower bound for the amount of nodes in the isogeny graph of our
encryption scheme is given in Theorem 5.8. For p = 59, instead of having just 9 different nodes
in the isogeny graph from Figure 4.1 we expect to have exactly lem(29,29) -9 = 29 -9 = 261
nodes from Theorem 5.8.

5.3.1 Proofs Regarding Our Variant

We continue this section with some proofs regarding our encryption scheme.

Definition 5.1. A residue class (x mod p) € I} is called a quartic residue if there is some a € I},

such that a* = z (mod p). For sextic residues the relation a® = z (mod p) must hold for some
a € Fy, for quadratic residues a? = x (mod p) must hold for some a € Fy, and for cubic residues

a® =z (mod p) must hold for some a € Fy.

Theorem 5.2 (Quadratic Reciprocity). Let p and q be odd positive integers with ged(p,q) = 1,
and let (%) denote the Jacobi symbol (see [60, Definition 1.8] and [61, p. 1]). We have that

()

Proof. See [61, pp. 5-6] and [60, Section 2]. O

Theorem 5.3 (Fermat’s little theorem). For x € F, we have that P = z. Equivalently, for
(x mod p) € F),, we have that z? = z (mod p).

Proof. See for example [62]. O

Lemma 5.4. Let p = 11 (mod 12) be a prime number. There are % quadratic residues in F,.
These residues are also quartic and sextic residues.

Proof. This proof is split into two parts. The first part shows that if p =3 (mod 4), then there
are as many quadratic residues as there are quartic residues. The other part shows that if p = 2
(mod 3), then there are p — 1 cubic residues in F;. We know that p = 11 (mod 12) satisfies both
p—1

these conditions and that there are quadratic residues in Fy as shown in [63, Theorem 3.1].

2
Therefore, using these parts gives us that there are ”2;1 quartic residues in F; and pT_l sextic
residues in Iy (as a sixth power is the square of a cube), the fact that these residues are the same
can be seen from the fact that quartic and sextic residues must also be quadratic residues.

First, if p =3 (mod 4), we know that (—1 mod p) is not a quadratic residue from the law of
quadratic reciprocity (or directly from [60, Theorem 1.6]). Therefore, for any residue class z € Iy,
we either have that (z mod p) is a quadratic residue or that (—z mod p) is a quadratic residue.
Suppose (r mod p) is a quadratic residue (remember that there are % quadratic residues), then
there exists an (¢ mod p) € F; such that 7 = a® (mod p). Now, one of (a mod p) and (—a mod p)
is a quadratic residue, so there exists some (b mod p) € F such that a = b* (mod p) or —a = b?
(mod p). But then r = a® = (£a)? = b* (mod p), so (r mod p) is a quartic residue. Each
quadratic residue is thus also a quartic residue, and as there cannot be more quartic residues
than quadratic residues, this part is proven.

Every p =2 (mod 3) is of the form 3k +2 with k € Z. Let (z mod p) € [}, be arbitrary. Then
by Fermat’s little theorem (Theorem 5.3) we have 2?P~! = zP2P~! = z (mod p). Substituting
3k + 2 for p then gives that x6%+3 = (226+1)3 = 2 (mod p). Therefore, (x mod p) is a cubic
residue as a € (#**1 mod p) satisfies a® =z (mod p). As our residue class (z mod p) € F} was

arbitrary, there are p — 1 cubic residues in F), proving the theorem. O
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Theorem 5.5. Fach Fp-isomorphism class of elliptic curves defined over ), contains p — 1
representatives of the form E : y?> = 23 + Az + B with A, B € F,,. Moreover, if p =11 (mod 12),
there are % representatives of that form in each Fp-isomorphism class.

Proof. By Theorem 4.7 we know that two elliptic curves over [, are isomorphic over Fp if
and only if the j-invariants of both curves are equal. Naturally, if two elliptic curves are IF,-
isomorphic, they must also be isomorphic over Fp and thus have the same j-invariant (Section
4.2). If B' : y* = 23 + A’z + B’ is an elliptic curve over F, then we have j(E) = j(E') if and
only if

4A3 4A"

4A3 +927B2  4A8 +27B?’

which is equivalent to
A3(4A" 4+ 27B"?) = A"3(44% 4 27B?),

as for elliptic curves we have 443 + 2782 # (0 mod p). Distributing the terms gives that this
is in turn equivalent to A3B"? = B2A’3. In other words, we are counting pairs (4’, B') € (F})?
such that A3B’?2 = B2A"3.

If A = (0modp) and B = (0 mod p), then E is not an elliptic curve. Now, if only A =
(0 mod p), then A" will have to be (0 mod p) as well, giving that B’ € I, is arbitrary, implying
that there exist p — 1 elliptic curves E’ isomorphic over F,, to this choice of E. Similarly if only
B = (0 mod p), then B’ has to be (0 mod p), and the equation gives an elliptic curve E’ for
arbitrary A’ € 7, which has p — 1 elements.

For the remaining case where A # (0 mod p) and B # (0 mod p), we note that A°B~2 € F;.
If A = (0 mod p) or B = (0 mod p), the equation will not hold, or E’ will not be an elliptic
curve, so we can safely assume that A’, B’ € ;. We have j(E) = j(E') if A3B=2 = ABB'72 or,
upon defining C' = A'B'~! € Fy, if AB~2 = A’C"?. Now let o := A*B~2 € F}; be arbitrary, in
order to prove that there are p — 1 elliptic curves E’ isomorphic over F, to E we will show that
there are p — 1 choices for (A’,C") € (F;)? such that o = A’C". To this end, let C" € F}; be
arbitrary, and compute § := aC’~? € F;. We need to have 3 = A’, which implies that there is
only one valid choice of A’ corresponding to this value of C’. Note that C’ € [} was arbitrary,
implying that there are p — 1 choices for C’ and therefore also p — 1 elliptic curves E’ that are
F,-isomorphic to E.

We have thus shown that there are p — 1 elliptic curves in each Fp—isomorphism class. Two
elliptic curves E and E’ (in short Weierstrass form) are FF,-isomorphic if E’ is of the form
y? =23 + u*Azx + uSB for some u € [}, as stated in Theorem 4.8.

For the case that only A = (0 mod p), we found that A" = (0 mod p) and B € T}, is arbitrary.
However, since we require the elliptic curves to have an isomorphism over F,, B’ must be of the
form uSB. By Lemma 5.4 there are pz;l distinct sextic residues modulo p. Therefore, there are
precisely 1’2;1 elliptic curves E’ that are Fp-isomorphic to E. Similarly, for the case that only

B = (0 mod p), we have shown that B’ = (0 mod p) holds and that A" € F; was arbitrary. Now

A’ has to satisfy A’ = u*A, so that Lemma 5.4 implies that there are 251 elliptic curves E’ that

are [Fp-isomorphic to E. ’

Following the notation of the last case, we see that A’ = u*A must hold and that B’ = u5B
must hold. But in that case ¢/ = A'B'~! =u2AB~ ' ¢ [, also holds. This implies that there
are only % valid choices for C’. Each choice of C’ then gives only one value of A’, showing
once more that there are % elliptic curves E’ that are Fp-isomorphic to E. O

Theorem 5.6. The action of ideals of the form (n) for odd integers n using Kohel’s algorithm
[59, Section 2.4] will result in mapping E : y?> = 2®> + Az + B to (n)E : y?> = 2®> + n* Az + n®B.

Proof. Using [48, Theorem 9.8.7] or [59, p. 14] we see that the (monic) kernel polynomial of this
map equals the division polynomial v, [64, Section 6.5] [48, Definition 9.8.5]. We define the
division polynomials f, € Z[A, B][x] for positive integers n as in [65, Equation 1]. These values
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for f,, can be derived from the usual values for ¢,, by f,, = ¢, for odd n and f,, = 4, /y for even
n. Using [64, Lemma 6.21] for the first coefficient and the main lemma in [65] for the others, we
find a relation for the first few coefficients of f,, for odd n:

n2-1 A 2 2 nf-1_o
fn=nx 2 —&-@n(n —1(n°+6)x 2 +
1 1 n2—1
(—4271(712 —1)(n?=3)+ mn3(n2 —1)(n?+ 6)) Br =z 240 (x(”z_l)/2_4) .

To obtain a monic polynomial, we divide f,, by n to obtain (for odd n)

n2— n2_ n2—
P =1x 2 : + sox” 2 - S3x” 2 : + O (x(”z_l)/2_4) , wWhere
L 2 n® -1 2 2/ 2
52:%@ —1)(n” +6)A, $3= 375 (5(n* = 3) —n*(n*+6)) B.

Now, using the relations from Kohel’s algorithm [59, Section 2.4] we find s; = 0, t = —12s5 +
(n? —1)A, and w = 30s3 + 2(n? — 1) B. Thus, upon defining £’ = (n)E : y*> = 23 + A’z + B' we
find that (for odd n)

A =A—5t=A+60s; —5(n*—1)A=A+n?—-1)(n> +1)A =nA,
B'=B—Tw= B —210s3 — 14(n®> = 1)B = B+ (n® — 1)B(=5(n* — 3) + n*(n* + 6) — 14)
=B+ (n*-1)B(n* +n*+1) =n°B.

We have thus proved the theorem. Note that E and (n)E are isomorphic by Theorem 4.8, thus
the action of the ideal (n) (for odd n), is indeed an endomorphism. O

For the remainder of this section, we let ord(n mod p) denote the order of (n mod p) € F,
thus, ord(n mod p) equals the first positive integer k such that n* =1 (mod p).

Lemma 5.7. Let p = 11 (mod 12) be a prime number, then for any odd divisor q | p + 1 we
have ord(q mod p) = ord(g* mod p) = ord(¢® mod p).

Proof. Let k = ord(q mod p), in other words, let k € Z~ be the first number such that ¢* =
1 (mod p). By Euler’s theorem we have that k must divide ¢(p) = p — 1, where ¢ is the
Euler totient function. Since p = 2 (mod 3) we know that 3 t ¢(p) and thus 3 { k. Similarly,
p = —1 (mod 4), thus 4 1 p(p) and thus 4 1 k. Now, if ¢ = 1, we have that ord(q mod p) =

ord(g* mod p) = ord(¢® mod p), so we can safely assume that ¢ > 3. Since ¢ | p+ 1 we have that
g = *71 = (—1)(1%1 using Theorem 5.2, where the second equality comes from [61, p. 4].
ya

As p = 3 (mod 4), this implies that (%) = (=1)*z° = 1. Therefore, q is a quadratic residue

modulo p, ie., ¢"7 =1 (mod p). Thus, k = ord(q mod p) | 25+, which implies that 2 { k as
p =3 (mod 4). Since we have ord(¢* mod p),ord(q® mod p) | ord(q mod p) = k, but 2,3 1 k we
must have ord(g mod p) = ord(¢* mod p) = ord(¢® mod p). O

Theorem 5.8. Let p be a prime of the form p = 40gl1ls - - - £, — 1 with £y = 3 and {; distinct odd
primes for 0 < i <mn with n > 0. Furthermore, define the ideals l; := ((;, 7 — 1), l; := ({;, 7 — 1).
Let S be the set of elliptic curves that can be reached from Ei o by repeatedly applying (using
Kohel’s algorithm) the ideals |; or I; for 0 <i<mn. Then,

3 -lem(ord(¢p mod p),...,ord(¢, mod p)) - #CL(Q(7)) < #S < g(p — D)#CL(Q(m))

Proof. The ideal classes of the ideals [; and [; give us at least one representative of each Fp-
isomorphism class of elliptic curves over F,,. As the CSIDH encryption scheme works on isogeny
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graphs with 3#Cl(Q(7)) nodes [66, Section 3], we know that our encryption scheme has at
least as many nodes as the CSIDH encryption scheme. Namely, at least one node for each F,-
isomorphism class. As we cannot perform an action that lets us enter an isomorphism class
that we could not enter using CSIDH, this encryption scheme contains the same amount of
isomorphism classes. Now, combining the fact that p = 11 (mod 12) with Theorem 5.5 gives us
the upper bound of 2 (p — 1)#C1(Q(r)) elements.

Suppose that the representative of an isomorphism class is E : y? = 2% + Az + B with
A,B € F,. Then applying the ideal L;I; = (¢;) maps E to ({;)E : y?> = a3 + £} Az + (9B from
Theorem 5.6. With (¢;)E being in the same [F,-isomorphism class as E due to Theorem 4.8.

From Lemma 5.7 we deduce that ord(¢; mod p) = ord(¢} mod p) = ord(¢$ mod p) for any
0 <4 < n. Thus, the first positive integer k that satisfies (¢;)*FE = E, equals ord(¢; mod p).

TIterating over all possible ¢; yields that there are at least lem(ord(¢p mod p), ..., ord(¢, mod
p)) elliptic curves we can “reach” from a representative E in our Fp-isomorphism class of elliptic
curves. As there are 3#C1(Q()) such isomorphism classes the theorem follows. O

For p = 6563 = 4 -3 - 547 — 1 we have #C1(Q(x)) = 23. Therefore, Theorem 5.8 gives
that the number of elliptic curves we can reach from our starting curve F o is at least
3-1cm(193,193) - 23 = 13317 and at most 226389. We verified that the correct number is
13317, which equals the lower bound.

In fact, 6563 is one of the two primes of the form in Theorem 5.8 under 10* such that
lem(ord(¢g mod p), ..., ord(¢, mod p)) # prl. The other one is 5531.

5.3.2 Isogeny Graphs Using Our Variant

In Figure 5.2 we visualised the isogeny graph using our encryption method on the left-hand side,
and the CSIDH encryption method on the right-hand side. The isogeny graph generated by our
method has 21 nodes, compared to the isogeny graph generated by CSIDH of only 3 nodes. We
note that Theorem 5.8 does not apply as we have p = 43 and 43 # 11 (mod 12).

As an example, we look at applying the ideal p1; := (11,7 —1) and the ideal p17 := (11, 7+1)
to a node in both isogeny graphs (where we take 7 to be a root of 22 443 and we define the order
Z[r] of Q(m)). In the isogeny graph generated by CSIDH, we see that as the ideal class [(11)]
is trivial, therefore applying [p11] and then [p11] will result in the same Fp-isomorphism class
of elliptic curves. In the other isogeny graph, we will look at applying (11) to the node Es3 25.
Using the graph one can Verify that (11)E22’25 = p?p]_lEgg,gg) = piEggj = E32’14. SlII’lllaI‘ly7
(11)E22,25 = pllijQQ’gg, = p11E2170 = E32714, ensuring commutativity. This result can also be
obtained using Theorem 5.6 as 32 = 114 - 22 (mod 43) and 14 = 11° - 25 (mod 43).

5.3.3 Strength of Our Encryption Scheme

Let p be a prime and define the order Z[r] of Q(7) where 7 is a root of 22 +p. In this subsection,
we assume that there exists an oracle that can solve the CSIDH encryption scheme to a level
that given a public key A and a starting curve Fy, the oracle can find an ideal a of Z[r] such
that [a]Ey & E4. We will provide an unproven method for the oracle to break our variant of
CSIDH as well.

Given is Alice’s public key A, A2, determined by evaluating aF; o, where a is the ideal of
Z|n] corresponding to the secret key of Alice. Suppose that a CSIDH oracle finds an ideal ¢
such that [¢]Eq,0 = M4 where M4 denotes the Montgomery curve in the [Fp-isomorphism class
of E4, 4,. Now, we can compute the curve E¢, ¢, := ¢E1 o (using the same algorithm that Alice
and Bob use) which is Fp-isomorphic to E4, 4,. Afterwards, we can find a rational map 1 equal
to the Fp-isomorphism from E¢, ¢, to E4, 4, (using Theorem 4.8). We write ¢, for the isogeny
determined by the ideal ¢. We thus have that (¢ 0 ¢¢)E1,0 = Ea, 4, = aE1. Now, given Bob’s
public key B, By, we can evaluate (1) o ¢.)Ep, p, to find the shared secret aEp, p,.
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P11

Figure 5.2: Isogeny graphs with the same starting curve E1 o = Ep : y? = 2% + 2 defined over
F43. On the left-hand side nodes in the same F43-isomorphism class are not contracted, giving
an isogeny graph generated by the action of the ideals p1; := (11,7 — 1) and p17 := (11,7 + 1)
of the order Z[n] of the number field Q(7) where 7 is a root of 22 + 43 on the elliptic curves.
On the right-hand side, nodes in the same [F43-isomorphism class are contracted and are denoted
by their Montgomery representative, the isogeny graph is generated by the action of the ideal
classes [p11] and [p11].

Let p=59=4-3-5—1, Theorem 5.8 then gives the lower bound of 261 nodes and the
upper bound of 261 nodes. We will thus be working on an isogeny graph with exactly 261
nodes. Alice generates her private key, and reaches a = 3512, She applies her action to
the starting curve Ej ¢ (using Kohel’s algorithm) to get the elliptic curve Esgs 45 : y? =
23 + 25z + 45. Suppose that there exists a method to break the CSIDH algorithm. Then,
after finding the Montgomery representative of Eas 45 given by Eog : y* = z° 4 2822 + z,
the method can find an ideal ¢ such that [¢]Ey o = Eas. An example of such an ideal class
can be found in Table 5.1, which yields ¢ = EIs.

Now, applying the ideal ¢ to EFy o gives the curve ¢/ o = E3590 : y? = 23 + 352 4+ 20. To
find an F,-isomorphism from Es5 29 to Eas 45, we first find the residue classes a, b of Fsg
such that (35 mod p)a = (25 mod p) and (20 mod p)b = (45 mod p). We calculate these
to be (26 mod p) and (17 mod p), respectively. Although we can calculate the actual
[F-isomorphism, these residue classes are enough.

Now, Alice receives Bob’s public key Es230 : y?> = 2% + 522 + 30 and computes the
shared secret aFss30 = Eug 14 : y*> = 2 + 482 + 14. The oracle computes ¢Esz 30 =
Es030 : y? = 23 + 20z + 39. Using the residue classes (26 mod p) and (17 mod p), we
can compute 20 - 26 = 48 (mod p) and 39 - 17 = 14 (mod p), precisely the coefficients of
Eyg,14 = als3 30, the shared secret.
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Appendix A

Computer Code

This is the SageMath code [2] for computing the example in Section 5.2. It can be adapted
to evaluate the action of other ideals on elliptic curves. The code is also available on https:

//github.com/jorisperrenet/MasterThesis.

from sage.all import *
from sage.schemes.elliptic_curves.ell_curve_isogeny import compute_codomain_kohel

def apply_ideal(E, n, v=-1):
"""Returns (n, pi-1)E, (n)E, or (n, pi+1)E depending on v=-1,0,+1

Arguments:
- E, an elliptic curve of the form y™2 = f(x) over F_p for a prime p
satisfying p>3 and p=3 mod 8.
- n, an odd prime dividing p+1.
- v, an integer between -1 and 1, specifying what ideal to apply to
the elliptic curve.

Output:
- E', an elliptic curve in the F_p-isomorphism class of
(n, pi-1)E, (m)E, or (n, pi+1)E, depending on “v’.
The resulting elliptic curve is found using Kohel's algorithm.
assert E.a1() == E.a3() ==
assert is_prime(n) and n & 1 and (p+1) % n ==
assert -1 <= v <= 1 and int(v) == v

# Do the case v=0 separately, as this is much faster.
if v ==
Esw = E.short_weierstrass_model()
return EllipticCurve([0, 0, O, n"4 * Esw.a4(), n"6 * Esw.a6()])

# We find the function f(x) such that E: y™2 = f(x).
f = E.hyperelliptic_polynomials() [0]

# We aspire to find a generator Q of the n-torsion points on the elliptic curve, i.e.,
# a generator of the set {P in E: [n]P = 0}
if v ==
# We want to apply the ideal (n, pi+l) to E.
# ker phi = {P in E: [n]P = 0} {P in E: pi(P)+P = 0}
# If pi(P) + P = 0, then pi(P) = -P, and if P=(x,y), then x"p=x and y p=-y is required.
# So x in F_p and y~(p-1) = -1, so P in E(F_{p~2}).
# We go through random points on the curve an check whether they are generators of the
# n-torsion points of E(F_{p~2}).
F = GF(p)
EF2 = E.base_extend(GF(p~2))
while True:
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APPENDIX A. COMPUTER CODE
# We still have that x in F_p.
x_coor = F.random_element ()
# Check whether this point satisfies y~(p-1)=-1, so that since y~2=f(x) we find that
# £(x)"((p-1)/2) = -1, giving that f(x) is not a quadratic residue.
if not f(x_coor).is_square():
# This point is in E(F_{p~2}), find the corresponding coordinates.
G = EF2.1ift_x(x_coor)
# Assume that G is a generator of the n-torsion points of E(F_{p~2}), so that
# G has order equal to p+l, then we find that [n]*[(p+1)/nl*G = 0 as
# n divides p+1, therefore [(p+1)/n]*G has order n (or a divisor of n).
Q = ((p+1)//n)*G
# The only point of order a divisor of n is the point at infinity, check that
# we did not find this point.
if Q != EF2.point(0):
break
elif v == -1:
# The commented code
# while True:
# x_coor = GF(p).random_element ()
# if f(x_coor).is_square():
# G = E.1ift_x(x_coor)
# Q = ((p+1)//n)*G
# if Q != E.point(0):
# break
# is actually the same as the following built-in code.
G = E.gens() [0]
Q = ((p+1)//n)*G
# The multiples [k]*Q = [k*(p+1)/n]l*G still satisfy [n]*[k*(p+1)/n]l*G = 0, such that
# each of [k]*Q is an n-torsion point, these are in fact all the n-torsion points that
# we need to check.
# We only need to know the distinct x-coordinates of [k]*Q.
# We will repetitively add Q to itself, stopping at [n]*Q (exclusive).
# Since [n-1]1*Q = [-1]*Q = -Q has the same x-coordinate as [1]Q = Q and -Q has the same
# x-coordinate as Q, we can even stop our search at [n//2]*Q (inclusive).
P=Q
xs = {Q.x0}
for _ in range(n//2-1):
P += Q
xs.add(P.x())
# We are ready to compute the monic kernel polynomial of the isogeny phi, remember that
# ker phi = {P in E: [n]P = 0} {P in E: pi(P) \pm P = 0}
# and “xs” are the x-coordinates of all points in {P in E: [n]P = 0}.
# A monic kernel polynomial of the resulting isogeny will be the product
# of (x-P_x), where P_x is the x-coordinate of the point in the kernel.
x = polygen(GF(p))
if v == -1:

# If (pi-1)(P) = 0, then pi(P) = P, so that if P=(x,y) we require that x"p=x and y p=y.
# This gives that both x in F_p and y in F_p. Then, we need y~ (p-1)=1. But, y~2=f(x),
# so that the equality becomes y~ (p-1)=£f(x)~((p-1)/2)=1, implying that we need f(x)
# to be a quadratic residue, i.e., a square in F_p.
kernel_pol = prod(x - px for px in xs if f(px).is_square())

elif v ==
# If (pi+1)(P) = 0, then pi(P) = -P, so that if P=(x,y) we require that x"p=x and y p=-y.
# We again get that x in F_p, but require that y~(p-1)=£f(x)~((p-1)/2)=-1, implying that
# f(x) may not be a square in F_p.
# First, map each x-coordinate in F_{p~2} to a point in F_p (we already know that these
# are in F_p so that we can apply this mapping).
F = GF(p)

xs = [F(px) for px in xs]

kernel_pol = prod(x - px for px in xs if not f(px).is_square())

# Specifying the algorithm that SageMath uses to compute the codomain of the isogeny
# corresponding to the kernel speeds up the calculation significantly over using
# "E.isogeny”, I presume that this is because SageMath does not need to compute the
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# isogeny in this case.
return compute_codomain_kohel(E, kernel_pol)

def apply_ideals(E, ps, mults):
"""Applies the ideal (ps[i], pi-1)**mults[i] to E for all i
Note: if mults[i] < O, then we apply (ps[i], pi+1)**(-mults[i])."""
e =E
for n, mult in zip(ps, mults):
if mult < 0:
for _ in range(-mult):
e = apply_ideal(e, n, 1)
else:
for _ in range(mult):
e = apply_ideal(e, n, -1)
return e

### Define your prime “p~ here as the product of small primes in “ps~
ps = [3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37]
p = 4xprod(ps)-1

# Make sure that p>3 is prime and p = 3 (mod 8).

# Then, make sure that p is -1+4*[the product of distinct odd primes]
assert is_prime(p)

assert p % 8 == 3 and p > 3

assert factor((p+1)/4).radical_value() == (p+1)/4

# Create the starting curve, EO
EO = EllipticCurve(GF(p), [1, 0])

# Display some information

print ()

print(f'p = {p}, with starting curve {str(E0)[26:-27-len(str(p))]1}")

K.<pi> = NumberField(EO.frobenius_polynomial())

print (f'The number of nodes in the isogeny graph is {K.order(pi).class_number(D}')
print()

### Applying the ideals to the elliptic curves according to the example.

print ()

print("Alice's resulting curve after applying her private key is")

E_A = apply_ideals(EO, (3, 13, 17, 29, 31), (1, -2, 2, -2, 1)) .montgomery_model()
print (E_A)

print ()

print("Bob's resulting curve after applying his private key is")

E_B = apply_ideals(EO, (5, 7, 13, 17, 19, 23), (2, 1, -2, 1, -1, 2)).montgomery_model()
print(E_B)

print ()

print ()

print("Alice applies her private key to E_B and gets")

print (apply_ideals(E_B, (3, 13, 17, 29, 31), (1, -2, 2, -2, 1)).montgomery_model())
print ()

print("Bob applies his private key to E_A and gets")

print(apply_ideals(E_A, (5, 7, 13, 17, 19, 23), (2, 1, -2, 1, -1, 2)).montgomery_model())
print()

print("They thus get the same curve E_S.")
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